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Abstract KeAcquireSpinLock(&Ext->SpinLock, &irgl);
Concurrent programs are often designed such that certain func-

tions executing within critical threads must terminate. Examples do {

of such cases can be found in operating systems, web servers, e- irp = DequeueReadByFileObject(Ext, FileObject);
mail clients, etc. Unfortunately, no known automatic program ter-  if (irp) {

mination prover supports a practical method of proving the termi- irp->loStatus.Status = STATUS_CANCELLED;
nation of threads. In this paper we describe such a procedure. The ~ "P->loStatus.Information = 0;

procedure’s scalability is achieved throggh the use of environment InsertTailList (&listHead,LinkPtr(irp)):

models that abstract away the surrounding threads. The procedure’s

accuracy is due to a novel method of incrementally constructing } while (irp !'= NULL);

environment abstractions. Our method finds the conditions that a

thread requires of its environment in order to establish termination KeReleaseSpinLock(&Ext->SpinLock, irql);

by looking at the conditions necessary to prove that certain paths

through the thread represent well-founded relations if exeanted Figure 1. Code fragment from a keyboard device driver whose ter-

isolation of the other thread¥'he paper gives a description of ex-  mination partially depends on the correct behavior of other threads
perimental results using an implementation of our procedure on fom the driver.

Windows device drivers, and a description of a previously unknown
bug found with the tool.

ple, is a demonstration of this problem. This loop, which comes

Categories and Subject Dgscriptor;D.ZA [Softwar@: Software from a keyboard device driver, could diverge if other threads from
Engineering—Program Verification; D.4.5¢ftwarg: Operating the same driver begin adding elements into the queue without first
Systems—Reliability acquiring the spinlock&Ext->SpinLock . This scenario would
General Terms Reliability, Verification render the keyboard and machine useless.

o _ Unfortunately, today’s automatic program termination provers
Keywords Concurrency, Formal verification, Model checking, are designed only to support sequential programs. Note that we

Program verification, Termination, Threads cannot prove the termination of a thread by simply applying a
sequential program termination prover individually to the thread: a
1. Introduction sound proof of termination must consider the possible interactions

c i t-dri " i ¢ b with the other threads. Furthermore, merely encoding all possible
oncurrent event-driven systeme.d. operating systems, web  jyiareayvings between threads as a single sequential program does

servers, mail servers, database engines) usually execute eventy i jaaq 1 a scalable solution using today’s termination provers.
handling routines in independent threads that communicate through What is needed is a practical, automatic, accurate and scalable

shared-memory. Itis often the case that the system’s reliability and termination-proof technique that supports threads. In an effort to
usability relies on termination guarantees from code executed in 5 pieye this goal, in this paper we adapt thread-modular verification
these threads. Device drivers, for example, provide evem'ha”d“ngtechniques based on environment abstractiens[(L5, 26, 30, 33])
dispatch routines that are allowed by the operating systetente for the application of proving thread termination. e

porarily take over the execution context of the thread in which the The challenge in this approach is to find a sound abstraction of

event q(cj:currcfjed. Fa'l.'nlg tFo terfmlnate tWh'le t_:_?]ndllng tlk]estg evfents the environment that is accurate enough to prove the property of
IS considered as a violation of COrrectness. The Complication 10r & jarest. The technical contribution of this paper is a novel method

Fhm?r?r?ms.r trytlnlg] to snsurfe termlnatlon (g a.dlsge}tch rOUt'?E IIS of constructing sound environment abstractions in the context of
atother dispatch routines from the same device ariver may Ikely o 54-modular termination proofs. Our method finds the condi-

be concurrently modlfymg.shared data and,.thu.s, perhaps InadVer'tions that a thread requires of its environment in order to establish

tently cause the loop to diverge. The code in Figure 1, for exam- o/mination by looking at the conditions necessary to prove that
certain paths through the thread represent well-founded relations if
executedn isolation of the other thread4f such a proof exists, the
method extracts information from this proof in order to incremen-

Permission to make digital or hard copies of all or part of this work for personal or  tally strengthen the environment abstraction. The method also uses

classroom use is granted without fee provided that copies are not made or distributedfa"ed attempts to prove the soundness of the environment abstrac-
for profit or commercial advantage and that copies bear this notice and the full citation _. . . .
tion in order to incrementally weaken it.

on the first page. To copy otherwise, to republish, to post on servers or to redistribute . =
to lists, requires prior specific permission and/or a fee. To demonstrate the practical utility of the proposed method we
PLDI'07 June 11-13, 2007, San Diego, California, USA. have applied it to proving that Windows device driver dispatch rou-
Copyright(© 2007 ACM 978-1-59593-633-2/07/0006. ... $5.00. tines do not diverge when executed in concurrent setting. These ex-



1 lock(lck); 1 while(nondet()) { 1 while(nondet()) {
2 while(x>0) { 2 InterlockedDecrement(&x); 2 =y + L
3 InterlockedDecrement(&x); 3} 3 lock(Ick);
4 4 x = nondet();
5 unlock(Ick); 5 unlock(Ick);
6 }
Ty Ty T3

Figure 2. Example concurrent progra@ = T:||T2||Ts. The binary relationd £ 1ck # 1V x’ < x is an environment modeh(k.a.
agreement) sufficient to show thread-terminatiofi’ofinterlockedDecrement(&x) is a Windows kernel-level API that implements
x:=x-1 atomically. Note that, withoulnterlockedDecrement(&x) , the instructionx=x-1 would be treated non-atomically as
two separate instructiong.g.t=x-1;x=t; ). The functionnondet() is used to represent non-deterministic choice. We note that non-
termination of the threads, andT5 does not affect the thread-termination property of the thigad

periments represent the first known application of automatic thread-
termination proofs for industrial software.

In this work we call. A an agreementas our algorithm imple-
ments a form of two-way negotiation which involves both strength-
] ening and weakening. The search for4nses feedback both from
Related work. All automatic tools known to be successful at the thread that we are trying to prove terminating and the threads
proving properties of concurrent programs employ some form of i the environment. During its execution the algorithm finds a se-
reduction or elimination of the number of interleavings and chan- ries of draft agreementsA;, As, etc. The algorithm attempts to
nels of interaction considered during their search for a proof. Ex- compute a fixpoint on these draft agreements. Both the draft agree-
amples include [13, 16, 24, 25, 27, 29-31, 34, 35]. In the case of ments and the final agreement are represented in conjunctive nor-
tools that attempt to eliminate all interleavingsg.thread-modular  ma| form. Strengthenings are implemented as additional conjuncts,
tools [26,30]), the burden of performance and accuracy largely falls and weakenings as additional disjunctions within a single conjunct.

to the techniques used to find the environment abstractions that fa-
cilitate the use of only sequential program analysis tools. The dis-
tinguishing characteristic of our approach in comparison to previ-

ous thread-modular techniques is the novel method described for
iteratively strengthening environment models for the application of

thread-modular termination analysis.

A variety of program termination provers have been reported in
the literature €.g.for imperative programs see [2,5,8,9,17-19, 21,
22,40]). Our work differs from these previous works in that we are
the first to describe a practical method for proving termination of
threads—to date all of the existing work on automatic termination
analysis has focused on sequential programs.

In order to build a working solution to the thread-termination
problem we have built upon previously reported techniques. We use
existing tools for sequential program termination analysis. We also
use sequential safety provers when checking the soundness of ca
didate abstract environment models. We use a well-known method
for computing thread-local program invarianesd.[32]). We also
use a technique of computing relational meanings for instructions
via single-step symbolic simulation with fresh variables (as seen in
e.g.[6,22,36, 39]).

2. Example

Before providing a more formal description we begin with an ex-
ample which shows the key aspects of the algorithm. Figure 2 con-
tains a concurrent prograf which is formed by the composition
of three threads7y, T», andT5. Imagine that we would like to
prove the termination df;—meaning that no computation of the
programP contains infinitely manyl’; -steps. Notice thaP itself
does not guarantee termination.

Our algorithm is in search for an environment model, caljt
that over-approximates the behavior of the thréBgdandT5 while
being precise enough to facilitate the proofiafs termination.A
is a binary relation over the states of the progfmxpressed using
only primed and unprimed versionsBfs shared variables (which
arex, X', Ick , andlck’ for our program). We use the primed
variables, such ag for example, to represent values of program
variables after taking a transition.

n-

We begin with the weakest possible draft agreement
A £ true |

which imposes no constraints on the change of the shared variables
by the threadg> andT5s. ClearlyT> and73 meet this agreement.

Our algorithm then attempts to prove thread-terminatioff’of
not in the original concurrent setting #f, but instead in a concur-
rent setting represented by;. This amounts to considering com-
putations that arise from alternating execution stef¥ afith non-
deterministic updates that respect the agreement. In our case of the
weakest possible agreeme#t £ true, we must assume that the
updates can change the valuexadrbitrarily and the value dtk
in any way that obeys the locking discipline assumed to hold of the
program.
In the first iteration, the algorithm finds a counterexample to the
termination of7; in the concurrent setting with the agreemeght
The counterexample is a sequence of instructions thr@ugnd
together with instructions representing the interleaving with
In this case the counterexample contains the following statements,
where the statememtnondet() = models the effect of interleav-
ing with the agreement; :

X=x-1;
x=nondet();
assume(x>0);

Notice that this instruction sequence is not well-foundieel the
sequence can be repeated forever without reaching an inconsistent
state). However, it is a spurious counterexample, as it does not
represent an execution allowed7h

The algorithm then uses this path to strengthen the agreement.
Strengthening here means that we add a conjunction to the agree-
ment such that the found counterexample is eliminated in the next
iteration of the algorithm. The relation

As 2true Ax <x

becomes the new agreement. The strengthering, x, is inferred
from a ranking relation for the restriction of the counterexample to
the steps taken only by the thre@d (i.e. from the proof that the



sequence of statementsx-1; assume(x>0); is not a valid
counterexample to termination).

In the second iteration, we succeed in proving termination of
Ti in the concurrent setting with the agreement. We must then
check whether the other threads in the progfani.e. the threads
T> and T3, respect the draft agreemedt. In order to show that
the threadT» respects the agreement;, we must prove that
InterlockedDecrement(&x) , which implements the decre-
mentx=x-1 atomically, does not increase the valuexofThis
check succeeds. We then attempt to prove Thatespects4, by
checking that the non-deterministic assignmertondet() re-
spectsAs. This check fails—meaning that the agreemeght £
true A ¥’ < x is too strong to be satisfied by the thre&g In
response to this failed check we attempt to weakgn

To weakenA, we take the locking into account: The statement
x=nondet() , which failed the check, is protected by a laokk.
Thus we weaken the agreement with a side-condition that rules out
this case:

As 2true A (Lck #1Vx <x).

The range oflck is over the thread identifier§l, 2,3}. Infor-
mally stated,As states that the environment should “ensure that
it never increases the valuexin the case that thredf}, holds the
lockIck ™.

We now restart the algorithm with the weakened draft agree-
ment.43. We can still prove the termination @f, in the context
of the weaker agreements. Furthermore, we can now prove that
both T, and T3 respectAs. Thus, we have found a fixpoint and
proved thatT; is thread-terminating in the concurrent progré@m
using the final agreement

AZ A3 2true A (Lck # 1Vx <x).

Practical reasons for success.The strategy proposed in this sec-
tion uses a collection of tools as sub-procedures which approximate
solutions to undecidable problemesd.both safety and termination

for infinite-state systems)—thus we cannot guarantee that the ap-

proach will always terminate, nor can we guarantee that counterex-
amples found with the approach will not be spurious. However, as
we will see in Section 7, in practice our preliminary implementa-
tion performs well. The following notes provide some explanation
as to why:

which is a representation of a typically very simple artifact (the
agreementd). Thus, in practice, the sequential program analy-
sis tools still perform adequately on these programs.

Sequential program termination provers typically do pave

the validity of the counterexamples that they return. That is,
these tools typically are attempting only poove termination

and notprove non-terminationin theory this could cause our
analysis to loop forever as it tries to strengthen/weaken agree-
ments based on counterexamples that are not only spurious in
the concurrent setting but also the sequential setting. In prac-
tice, however, this is not a problem. If the termination prover
supports linear arithmetic, bit-vectors, and heaps then the num-
ber of spurious counterexamples is quite low.

¢ The agreements necessary to prove thread termination typically
need only express conditions on the directions in which the val-
ues of shared variables may change, the direction of vari-
ance of a shared variable rather than a unary invariance rela-
tionship. Aside from conditions on lock variables our method
never introduces unary state assertiang,y > 0, but rather
always uses binary variance assertiang,x’ < x. Itis for this
reason that we can easily prove that threads in the environment
respect the agreement In the case thatl £ y > 0, stronger
methods would be required to prove tiatfrom Figure 2 re-
spectsA.

3. Formal definitions

The previous section informally introduced our thread-modular
algorithm for proving thread termination. In this section we make
the algorithm more precise.

3.1 Preliminaries

We assume a fixed prografcomposed fronN concurrent threads
Ti,...,Tn. Let G be the set of global states defined as valuations
of shared variables. Ldt; be the local states of thre&d defined
by valuations of local variables of thread. A program states
consists of a global staigtogether with local statek, .. ., Iy of
the threadsi,e.s = (g, 11, ...,In). LetX be the set of all states of
the progran?P,i.e.¥ =G x L1 X -+ X Ly.

When making a transition from a state we assume that in
practice each thredfl; can only modify the global statg¢ and its

e Many loops used in industrial programs use termination condi- local statd;; all other local states, wherej # i, remain the same.
tions that only depend on thread-local variables. As we will see Formally, the transition relatiof®; of the threadl’ is a subset of
in Section 7, more than half of the loops from Windows device X x ¥ such that for eacli(g, i1, ..., In), (¢', 11, ., IN)) € Ri
drivers are provably thread-terminating with £ true. In the we have that for alf # i, [; = I; holds. Moreover, without loss of
remaining cases only a few rounds of strengthening and weak- generality, we assume thiats [;. For example we can assume that
ening are typically required. This is due to the fact that program- €ach thread has a local program counter which changes its value if
mers typically use defensive techniques when writing loops, and only if the corresponding thread makes a step. This assumption
e.g.they typically do not depend on complex whole-program is for Definition 1. _ o _
invariants to establish termination. It is for this reason that our ~ The transition relatiod of the progran? is the disjoint union
strategy of considering program paths in isolation works: the Of the transition relations of the thread8, = R, ¥ --- & Ry.
reason that a path does not represent a divergent execution willNon-atomic reads and writes can be modelled in this framework by

likely not involve much reasoning about the surrounding envi- Splitting single statements into composite statements with tempo-
ronment. rary variables¢.g.x=x+1 can be re-written alsx; x=t+1; ).

Our definition of thread-termination does not rule out deadlock Let I' ¢ 2 be the set of initial states of the program We
as deadlock is a safety property. That is, we are provingfhat ' define a computatioa of the programP to be a (possibly infinite)

tually st i Lt tall h I sequence of states = si, s2,... such thats; is an initial state,
eventually stops executing, not thateventually reaches acall - 54 650 pair of consecutive statess') is in R. We say that a state
toexit orreturn . This separation of concerns allows us to

; is reachable if it appears in some computation, and WRéte-h (P)
use methods that would otherwise be precluded. for the set of all reachable states of the progfm

It is known that both termination and safety checking can be We assume a finite set of lock-variablésicks. Assume that
made practical for some classes of industrial sequential soft- we have a lockck € Locks. Intuitively, if the value of the lockck
ware €.9.[3, 7, 21, 28]). In our setting we are applying this in the states is 3 then this means that the thre@g (and no other
same class of tools on sequential programs that encode the in-thread) holds the lockck in the states. If its value is0O then no
terleaving of only two threads (as opposed to 3, 4, etc), one of thread holds the lock.



We assume that threads satisfy the following locking discipline:
A thread can acquire a lock only for itself, and it can release a
lock only when it owns it. Thus, we are not currently considering
mutexes. Formally, for each thredd and lock variablelck we
assumeR; C D# andR; C DZ, where

D 2 {(s,5") | s(ick) = 0 A s'(Ick) # 0 — s (Ick) = i}

DP 2 {(s,5) | s(lck) # i A s(lck) # 0 — s'(Ick) = s(lck)}
Later in the paper we will us®# and DZ as formulae over
variables rather than sets of stateg).“lck = 0 A lck’ # 0 —
lck! = 4"

3.2 Thread termination

Assume thaff} is the thread whose termination behavior is under
investigation.

DEFINITION 1 (Thread termination)7; is thread terminatingif
in each computation of the prografit makes only finitely many
steps. Formally, for every computatian = si,s2,... of the
program?P there exists a positiok > 1 such that there are no
T, steps aftek, i.e.if (s;, si+1) € Ry theni < k.

DEFINITION 2 (Agreementd). An agreementA is a binary rela-

Ti is thread terminatingf there exists an agreemeutand
thread-local invariants§s, . . ., Sy such that

1. The sequential prografeqComp(71,.4) terminates,
2. [Ri N (Si x S;)] C Aforeachi € {2,...,N}.

Figure 3. Thread-termination proof rule.

We use thread-local invariants to restrict the domain and range
of R; when checking it with respect to the agreemgntA proof
rule making this precise is given in Figure 3. In the rule we use the
sequential progranseqComp(71,.4) defined below (intuitively,
we abstract the interleaving of thredd with the other threads
by composing each of its statements with any number of non-
deterministic, butd-conform assignments to the global variables).

DEFINITION 4 (SeqComp). LetSeqComp(T4,.A) be a sequential
program with the set of initial statds and the transition relation

[ANidL,]" o Ry .

Soundness of the proof rule in Figure 3 relies on the following
lemma relating thread-local invariants and premises of the proof

tion over states that expresses a constraint on the change of gIoba‘Ule-
states, and leaves the change of local states unconstrained. Fort emma 1. A thread-local invariantS;, wherei < {2,...,N},

mally, for each pair of statggg, . . .
1€ {1,...,N} we have

{(llvl;) | ((gv"'vliv"')v(glv"' ))GA}:LZ x L .

We define the relational composition of two relatiohsind B
over states in the usual waye. Ao B = {(s,s") | 3s’. (s,s) €
AN (s',s") € B}. Let A* denote the reflexive transitive closure
of A. For eachi € {1,...,N} we define a restricted identity
relationid;, over states (which constrains only the local states of
threadT;):

die = { (@ lir s s (b)) |
(g,..-,li,...) €Tand(g’,...,l;,...) €X}.

Ideally, we would like to use the agreemedtto break the
proof of thread termination fof into the checking that i¥1’s
transition relation—when combined with and restricted to states
Reach(P) x Reach(P)—is well-founded, and ii) that the transi-
tion relations of the remaining threads respdathen restricted to
Reach(P) x Reach(P). However, the difficulty is that the restric-
tion to Reach(P) x Reach(P) requires us to consider the set of all

),(g',...)) € Aand for each

!
7li7"'

approximates the set of reachable states of the progfni.e.
Reach(P) C S;.

PrROOFWe show that every reachable stat@ Reach(P) is con-
tained inS; by induction over the shortest number of transitians
which is required to reach Forn = 0 we have that is in I, and
hence inS;. For the induction step, we assume thas reachable
aftern transitions, and hence by the induction hypothesis it i$;in
We prove that its successef is in S;. Let T be the thread that
makes the transition fromto s, i.e. (s,s’) € R;. Now we con-
sider the case when= j. We have(s, s) € [(S; x X)Nidz,], from
which follows that(s, s’) € & x S;. If ¢ # j then thel;-part of s
does not change during transition. Singerestricts onlyT;-local
part of the state, we hawé € S;. O

THEOREM 1. The proof rule in Figure 3 is sound. Existence of
an agreemend and a set of thread-local invariantsSs, .. ., S,
which satisfy the premises of the proof rule, implies the thread-
termination property of the thread; .

PrROOF Assume that the conditions of the proof rule hold for an
agreemenid and thread-local invariant$,, ..., Sy, butT; is not

possible interleavings between the various threads. For this reasonthread terminating. We shall derive a contradiction to the first con-

following existing techniques for thread-modular verification, we
compute &hread-local invariantS; for each threads.

A thread-local invariantS; approximatesReach(P) by con-
straining only the local paft of states of the threaf;. This means

dition, i.e. we show that the sequential progr&egComp(71,.A)
does not terminate.

Leto = s1,s2,... be an infinite computation P that vio-
lates the thread termination property fbr. Then,o contains in-

that the global part of the state and the local parts of the other finitely many transitions of}, which are possibly interleaved with

threads remain unrestricted.

DEFINITION 3 (Thread-local invarian$;). A set of statesS; is a
thread-local invariantfor the threadr; in the concurrent program

‘P if it only constrains the part of the state that is local to the
thread T}, contains the initial state$, and is closed under the
image operation of the transition relatidty of the threadrl; that

is applied in composition with the non-deterministic assignment to
the global variables. Formallyg,; needs to satisfy the conditions:

{91(9,...) €S8} =G
WG, )es) =1L,
1CS;

[(Si x ©)Nidp,]o R €5 x S

foreachj € {1,... N} \ {i}

transitions of other threads. We show tlwats a computation of
SeqComp(T1,.A). We need to prove that each transition s’) in
o that is not taken by the thredll satisfies the agreemest, as
we have(s,s’) € idy,. Let(s,s’) € R; for some: € {2,...,N}.
From Lemma 1, we have thatands’ are in.S;. Hence, from the
second condition of the proof rule we haie s’) € A. O

3.3 Algorithm

Our algorithm for proving thread-termination is defined over four
sub-procedures: germination checkeffor sequential programs),
a strengthening procedure guarantee checkeand aweakening
procedure See Figure 4 for the algorithm.

The termination checker is used in Figure 4 during attempts to
prove the termination of sequential programs constructed ffom



input
concurrent prograr® = T4 || . . . || Ty
begin
A :=true
repeat
if SeqComp(T1,.A) terminatesthen
return “T7 is thread terminating”
else
« := lasso counterexample iy
if strengthening ofd is not possible using then
return “T1-termination proof failed”
else
A := strengthened agreement found with
foreach ¢ € {2,...,N} do
if T; fails to guaranteed then weakenA
done
done
done
end.

Figure 4. Algorithm for checking thread-termination using termi-
nation agreements.

and A, i.e. SeqComp(T1,.A). When this proof succeeds then we
can argue thaf; is thread terminating ifA is a sound overap-
proximation of7T5, ... Ty, i.e. the environment respectd. If the
sequential termination check fails then we expect that the termi-
nation prover returns a potential counterexample, which is a lasso
path7 throughSeqComp(T7,.A). We say thatr* is defined to

be a lasso path it = 7. (74} and bothr*** and=*: are
finite sequences (theis short for “stem” ¢ is short for “cycle”). As

is done in [21], we can actually think af* as a sequential program
(independent oP and its threads) that represents executions of the
form 7. (7). We can even use other termination provers to
try and prove that these “representative programs” are terminating,

i.e.that the paths are spurious counterexamples to termination. Fur-

thermore, we can remove thé-steps fromr. Let this version of
7 ber. The pathr can also be viewed as a program representing
all executions iril; of the form=*.(7°)“ where, againg® and=*®

are finite sequences.

The strengthening procedure in Figure 4 attempts to prove the
cyclic component of the sequential program thatepresents is
terminating {.e. that the relation that it represents is well-founded)
in order to mine information about the assumptions under which
the threadl; terminates. If the strengthening procedure succeeds
in proving well-foundedness of the cycle, thert may represent
a spurious counterexample1g’s thread-termination irP. In this
case the strengthening procedure strengthens the agregiment
ing the information mined from the proof af’s well-foundedness.

Under the assumption that the environment satisfies the new agree

ment, the pathr is not a counterexample to thread-termination in
the concurrent context with the new agreement. A detailed descrip-
tion of this procedure and its connection to the sequential termina-
tion checker is contained in Section 5.

The guarantee checker in Figure 4 takes an agreesiamd a
threadT’; and attempts to ensure thBtin its concurrent execution
respects the agreemedt If the guarantee checker fails then the
the weakening procedure is used. The weakening procedure take
as input the agreement, the thread;, and an explanation for the

4. Proving termination with agreements

Our goal in this section is to provide a method of encoding
SeqComp(71,.A) such that it can be passed to an existing sequen-
tial termination prover and such that the counterexamples produced
by the termination prover can be examined in isolatiopdof

We assume thatl is a formula expressed over the shared vari-
ables of the program, say (including Locks), and their primed
versionsV’ (including Locks’). For now we will assume thad is
reflexive and transitive—later we will discuss an implementation-
level detail that encodes the reflexive and transitive closuré. of

To implementSeqComp(71,.A) we define a new sequential
programS with a control-flow graph that is identical to that of
Ti, with the exception of additional instructions within the basic
blocks. The construction & is thus performed at the instruction-
level on the instructions from the threddl.

DEFINITION 5 (Transformation implementingeqComp(71,.4)).
Let S be a program constructed from the threBdsuch thatS
has the same control-flow graph &s and a call to the procedure
ASTAR() is placed in front of each statement. We define
A_STAR() to be:

1. a series of assignment statemewfts:= nondet(); for each
v’ € V' (including Locks’),

2. assume (A);

3. assume(Dj-‘); for eachj € {2,...,N} and for each lock
variablelck,

4, assume(D]B); for eachj € {2,...,N} and for each lock
variablelck,

5. a series of assignment statements= v'; for eachv’ € V’
(including Locks’),

Our transformation creates a program whose transition relation
corresponds to the sequential composition of the transition relation
of the threadl and the relation defined by the agreemghtlt
is achieved by having a statement that correspond-tespecting
steps before each statement of the thréad

Counterexamples. The counterexample produced by the sequen-
tial program termination prover will include instructions inside of
A_STAR Thus, this counterexample produced frfris the 7
mentioned in Section 3. In order to construct fRiecentric coun-
terexampler we need only remove the instructions frédmSTAR
from .

4.1 Examples

Agreements without locks. We consider thd? in Figure 2, and
assume the agreement2 x’ < x. Informally this means

“The other threads executing concurrently will only make
smaller if they modifyx at all.”

An application of the transformation from Definition 5 on the
threadTI; produces the program shown in Figure 5.

TERMINATOR, for example, is able to prove the termination of
this sequential program. Furthermore, the termination proof of this
program implies thaf; terminates when executed in an environ-
ment which agrees td.

Agreements with locks. We can also support agreements with
predicates over locks, such as

s AL lck#1Vx <x].
The intention ofA is almost the same as before with the extra side

failure of the guarantee check. The weakening procedure attemptscondition that the guarantee need only be provided by the other

to produce a new weaker agreement respected by the titead

threads when thread holds the lockick . In case that another

detailed description of the checking and weakening mechanismsthread does have the loéék , thenlck # 1 and thus, nothing is

appear in Section 6.

promised.



void A_STAR()

{

}

Ick’ = nondet();

X' = nondet();

assume(!(Ilck==0 && Ick’!=0) || Ick’>1);
assume( Ick!=1 || Ick'==l);
assume(x'<=x);

Ick = Ick’;

X = X

void S()
{

A_STAR();

lock(lck)

A_STAR();

while(x>0) {
A_STAR();
InterlockedDecrement(&x);
A_STAR();

}
A_STAR();
unlock(lck);

Figure 5. Result of transformation in Definition 5 ofi; from
Figure 2 and4 = x’ < x.

void A_STAR()
{

}

Ick’ = nondet();

X' = nondet();

assume(!(Ilck==0 && Ick’!=0) || Ick’>1);
assume( Ick!=1 || Ick'==l);
assume(x'<=x || Ick!=1);

Ick = Ick’;

X = X}

void S()
{

}

A_STAR();

lock(lck)

A_STAR();

while(x>0) {
A_STAR();
InterlockedDecrement(&x);
A_STAR();

}
A_STAR();
unlock(Ick);

Figure 6. S constructed fromd = [1ck # 1V ¥’ < x] andTy
from Figure 2.

structionlock(Ick)

We consider again the thredd from Figure 2, in which the in-

is placed just before the start of the loop.
Using this example together with our ne# will give us a se-
quential program in which the definition &f_STARIs contained

in Figure 6. The available program termination provers can prove
the termination of this program also. However, without the call to
lock(lck)

the termination proof would fail.

4.2 Supporting non-transitive agreements

In the case that the agreemeftis not transitive, we can encode
its reflexive and transitive closure in our translation by placing the
following code-fragment instead &&_STAR() in front of each
statement in the thredh :

while(nondet()) {
IgnoreCutpoint();
A_STAR();

We assume that the use tgnoreCutpoint() causes the
program termination prover to ignore failures of program termi-
nation in which the infinite subsequence of the non-termination
execution remains strictly within the loop enclosing calls to
IgnoreCutpoint() . In practice (where termination provers are
based on the identification of cutpoints in the program’s control-
flow graph) this is easy to implement.

5. Strengthening agreements

In this section we describe a method of strengthening the termina-
tion agreemen# with additional constraints. This has the effect of
placing additional constraints on the environment, thus giving the
thread of interest more guarantees about the direction of the vari-
ance of the variables that it is reading and updating.

We assume the situation where the sequential termination
prover has found a counterexample pathin the sequential pro-
gramsS. This means that there exists a sequence of statements only
from the thread’ . Let = be the subsequenceof* that consists of
the statements from the thre@d. Recent termination provers can
produce such counterexamples and represent them in form of lasso
paths (as described in [21]). Hence, we assumesthainsists of
two parts,7® and=¢. For simplicity of exposition, we only use the
cycle part of the lasso for refining the agreement. In order to in-
crease precision, the stem part can be taken into account following
an algorithm in [21].

The strengthening algorithm analyzes whether the non-
termination is caused by the interleaving with. This analy-
sis amounts to the computation of a ranking function for the se-
quencer® (which does not contain any statements frd If such
a ranking function exists then we say that the counterexample is
potentially spurious. We sgyotentiallyspurious becausd might
truly represent a possible behavior of the environment.

In the case that is well-founded, the strengthening algorithm
suggests a strengthening; of the termination agreement that can
be used for pruning the counterexample on the next iteration of the
algorithm. We thus usel; to strengthend:

A:=ANA;s
Ajs needs to satisfy the following properties.

¢ Any interleaving of4; with the statements from® is a well-
founded relation, i.e. the sequence below is well-founded.

A3 A ... AT A
Here, A5 represents an arbitrary sequenceAf elements.
This property guaranties that our thread-termination algorithm
makes progress at each iteration—each counterexample appears
only once. Section 6 describes an algorithm that uses lock-

ing information to weaken agreements, while maintaining the
progress property.

e As must be a reflexive relation, and hence admit void environ-
ments not modifying shared variables.

We argue that the binary relation that captures the non-increase
of the ranking function forr®, together with the identity relation



provide a good candidate for a stronger termination agreement. Let
r(x) be an expression over the -variables that determines the
ranking function computed for the sequence We define

We observe tha#d; is transitive and reflexive as required by
our algorithm. Additionally,4; guarantees the elimination of this
counterexample if all assertions that are used in the proof of well-
foundedness af¢ are transitive, which is often observed in systems
code.

LEMMA 2. Let the sequential composition of statemestsit;
and stmto given over the variables and =’ be included in the
‘strictly decreasing’ relationrz’ < rz — 1 induced by a linear
ranking functionrz. Then, for4; = rz’ < rz we have that the
transition relation of the sequence of statements

stmty; ¥’ = nondet(); assume(As); x = x’; stmty;

is included inrz’ < rx — 1 provided that the transition relations
of the statementstmt;; andstmt,; are transitive.

PROOF Let the transition relations of the statemestsnt; and
stmt, be represented by the relatio®P’)(?) < p and
(QQ')(Z) < q, respectively. First, from their transitivity follows
thatP = — P’ andQ = —Q'. (The proof relies on the assumption
that the rows of PP’) and(QQ’) are linearly independent, which
holds for transition relations of program statements.) Second, since
their sequential composition is included in the ‘strictly decreasing’

relation, i.e.

P P 0
0 Q@

/

)(2) <

(

we have that for some non-negative vectdi@nd

x
x//

AP = —r AP = —uQ uQ' =r.

We consider the sequential composition of the statements inter-
leaved with the agreement:

T

0 0 f p
0 —r r 0 ;,, <lof.
0 0 Q QI " q

xT

We observe that the linear combination defined by the vector
(X 1 p) yields the desired implicationz’’ < rz — 1. O

Now by induction over the length of the sequeneé
we can prove that the transition relation of the sequence

Al void A_STAR(int i)

A2 {

A3 X" = nondet();

A4 Ick’ = nondet();

A5 assume(!(Ick==0 && Ick’!=0) || Ick’>1);
A.6 assume( Ick!=1 || Ick’==Ick);
A7 assume(true);

A.8 X = X}

A.9 Ick = Ick’;

Al10 }

0 void S() {

1A A_STAR();

1 lock(Ick);

2.A A_STAR();

2 while(x>0) {

3.A A_STAR();

3 InterlockedDecrement(&x);
4.A A_STAR();

4 }

5.A A_STAR();

5 unlock(lck);

6 }

Figure 7. S constructed fromd = true and7; from Figure 2.

When we consider the representationnat-* in static single as-
signment form, we get the following relatio[vr““*c]] =
{ ((x0,1cko), (x3,1ckz))

| 1cko = 0 Alckys # 0 = 1cks > 1 [/ 3.A: creatingx; andlck

A lcko = 1 = 1ck; = 1cko 1l 3.A:

ANxXo=x1 —1 11'3:

A lcks = 0Alcky # 0= 1lcky > 1 [/ 4.A: creatingzs andlcks
A lcky =1 = 1lcks = 1cky I14.A:

Ax3>0 12:

}

Because theA-statements non-deterministically change the

value of the variablex, we can always find a value for; such
thatxs > 0. Thus the relation that¢ represents is not well-
founded. However, if we consider only the statementsrf that
come fromT; (i.e.7¢ = 3 — 2 —) we get a relatiorfn] that is
provably well-founded.

[T = {((x0, 1cko), (x1,1cko)) | x1 = %0 — 1 A x1 > 0}

In this case tools based on rank function synthesig. RANK-
FINDER [38] or POLYRANK [9-12]) would produce a witness to
the well-foundedness in the form of a ranking functionEvery

relation step decreases the value of the ranking function by at least

one, and this decrease is bound from below by zero.

We are now in the situation where the counterexample found

in S is either due to a real concurrency bug or an insufficient en-
vironment assumption. The observation that we make here is that
the computation of the ranking function in the non-concurrent case
can provide a useful hint for the construction of the environment

AsmsAs .. Al As is included inrz’ < raz — 1.

5.1 Example

Consider a progrars representingeqComp(7T1, .A), whereT: is
drawn from Figure 2, antl = true. See Figure 7. In this case a

assumption that the developer of the thrdadis expecting. Fol-
lowing Lemma 2 we consider the relation

Aalegx

sequential program termination prover would produce counterex-
ample including the cycle expressed by the line numbers of the

for strengthening of the agreement. Note that a termination prover
traversed statements.

for sequential programs does not produce the same counterexample
when supplied a program implementiSgqComp(71,.4 A As),

¢ =3A->3544-52— as the relation represented by the cyet&s-* is well-founded,



IIT[_.AA,A(; ,CH —

{ ((Xo7 ].Cko)7 (X37 lckz))

| 1cko = 0 Alckys # 0= 1cks > 1 // 3.A: creatingx; andlck;

A lcko = 1 = 1cky = 1cko /I 3.A:

A x1 < xo /1 3.A

AxXo=x1—1 11'3:

A lcks = 0Alcky # 0= 1lcks > 1 [/ 4.A: creatingxs andlcks
A lcky =1 = 1lcks = 1cky I14.A:

A x3 < X9 I14.A

Ax3 >0 1 2:

}

6. Checking and weakening agreements

In this section, we describe a method for checking if the other
threads in the prograr® respect the agreement. Our method
relies on asequentiakafety checker for the computation of thread-
local invariantsSs, . . ., Sn. We also describe a method of weaken-
ing A in the case that the environment does not respect it.

We check that the threads, . . ., Ty respectA by proving the
assertion validity for a set of sequential prografegChk(7z,.A),
...,AgChk(Ty, A) (defined below in Definition 6). Each program
is constructed by adding additional statements into the control-
flow graph of the thread, and using auxiliary variabeéshat are
copies of the shared variabl¥s These statements serve two goals.

Firstly, they ensure that the set of reachable states of a program

AgChk(T;,.A) corresponds to a thread-local invariasit for the
threadT;. Secondly, they check if the agreemehis satisfied. This
check naturally takes the thread-local invari&pinto account.

DEFINITION 6 (AgChk(T;,.A)). Let Q; = AgChk(T;, A) be a
program constructed from the thredd, wherei € {2,...,N}
such thatQ, has the same control-flow graphBsand each state-
mentstmt; is replaced by the following sequence of statements:

1. a series of assignment statemesfts:= nondet(); for each
v eV,

assume(—(lck = 0 A lck’ # 0) V Ick’ # i ); for each lock
variablelck,

. assume (Ick # i V Ick’ = i); for each lock variabléck,

. a series of assignment stateménts= v; for each’v € 'V,

. a series of assignment statements- v'; for eachv € V,

. stmt; and

.assert (A['V/V]IV/V'));

2.

~NOoO Ok~ Ww

The output of this transformatio); can be passed to a se-

THEOREM2. If the program Q, satisfies its assertions then the
thread T; respects agreemen, i.e., the condition 2 in the proof
rule holds for the thread’;.

Weakening. If the agreement4 is not a sound overapproxima-
tion of the environment threads then there will exist a thréad
wherei € {2,...,N}, such that amssert statement in the cor-
responding sequential progra@ fails. Let k& be the location of
thisassert in the body ofQ;. Also assume thatl = A’ A p, and
that the conjuncp causes the assertion failure at the location
In this case we weaken the agreement by replagimg .4 with
p Vlck # 1 if we can prove thapc = k = Ick = i is a thread-
local invariant of the thread; for some lock variabléck € Locks.
If we cannot find such a lock, we report a case of potential thread-
nontermination together with the last counterexamyslexamined.

We observe that such weakening algorithm preserves the
progress property of the overall methad, that no counterexample
is discovered more than once. The strengthening phase eliminates
the counterexample by restricting the agreement. If any weakening
takes place, then it does not undo the strengthening since it is only
applied when the thread holds a lock.

6.1 Example

ConsiderT; from Figure 2, and the agreemest= [1 # 1V x' <
x]. We show how our method checks that the thr&adespects the
agreemenid on example of the statemexitnondet(); .

The transformatiogChk(73, .A) produces the following code
fragment for the statement above.

Ick’ = nondet();

X nondet();

assume(!(Ick==0 && Ick''=0) || Ick'!= 3);
assume(lck!=3 || Ick’=3);

Ick = Ick’;

X
X
‘Ick = Ick;

X = nondet();

assert( ‘lck!=1 || x <= x );

X';
X;

By applying a program analysis on the sequential program
AgChk(T3,.A), we can check that the assertion holds. The proof
relies on the discovery of the fact thiatk = 3 when the assertion
is checked.

7. Experimental results

In order to evaluate the effectiveness of our thread-termination al-
gorithm, we have constructed a preliminary implementation and
applied it to the problem of proving thread-termination of dispatch

routines from Windows device drivers. We found that the transla-
tion implementingSeqComp(71,.A4) produces programs that are

quential safety checker. We observe that the set of reachable statesinnaturally difficult for termination provers based on [21]. The ter-
of 9, represent a thread-local invariafif that satisfies the con-  mination proof techniques described in [4], however, are largely
ditions of the proof rule and is sufficiently strong to support the unaffected by the translation. The technique from [4], however,
proof of agreement satisfaction. In practice, the accuracy of our does not produce counterexamples, whereas [21] does. Thus, dur-
method depends on determining which locks and relations be- ing these experiments we used an implementation of a sequential
tween thread variables are held at each program location within thetermination prover that combined the techniques from [4] and [21].
threads{2, ... N}. This information can be represented as arith- As described in [5], termination proofs for sofieops in Win-
metic program invariants and can thus be computed using existingdows device drivers require an analysis that is capable of reason-
analysis tools for sequential program®([23, 37]) or by adding ing about the lengths of linked data-structures. Following [8], we
additional predicates over the lock variables before applying the have added integer length-variables to our model of queues and
property-driven safety checker. We assume that all threads in theother data-structures accessed by kernel-level APIs by the device
program respect locking disciplii@* andD®. That is: our algo- drivers. The Windows kernel “interlocked dequeue” operation, for
rithm never checks that the the lock-discipline is respected, though example, is modelled to atomically decrement a counter stored in
this can be easily assured via a static check that threads only use
lock andunlock to modify the values of lock variables. 1Perhaps 30% on average.




the queue data-structure. Our change was not made in code being [ Example | Time | Result | Strengthenings [ Weakenings |

proved terminating, but rather the model of the operating system 1 6192s| CEX 1 1
that is used in conjunction with the device driver. 2 3235s| Pass 1 1

Note that locks in Windows device drivers are stored in the 3 1366s | Pass 0 0
heap, and not as global variables. However, in all cases seen in | 4 T/O - - -
our evaluation, the locks were stored in a single data-structure | S 932s | CEX 0 0
created during the driver's startup: thus we modified the device [ 6 833s | Pass 1 0
driver code used in our evaluation to use global lock variables. An |/ 145s | False 0 0
additional complication is that, in some circumstances, Windows g 21’333 Félse (') (')
device drivers use locking mechanisms not supported in our current | —- o) - - -
formula_tlon €.9.mutexes). These cases were were avoided in our T 551s | Pass o o
evaluation. i) 47995 | Pass 1 1
Results. See Table 1 for the results of our experiments. Example | 13 167s | Pass 0 0
17 includes the code from Figure 1, and Example 1 includes the | 14 170 - - -
code from Figure 8. Each example in Table 1 represents a thread- | 12 6733s| Pass 2 2
termination proof for a single loop.€. cutpoint in the control-flow 1? 3?3?;5 EZ: 1 1
graph) within a dispatch routine. Dispatch routines usually contain 18 58315 | Pass 5 1
between 2 to 30 loops each, thus a complete thread-termination 9 19555 | CEX T T
proof for a whole dispatc_h routine will require more prqcessi_ng 50 45745 | Pass 1 1
time (perhaps 2x, 30x, or in some cases more). The device drivers 57 5Zs Pass 0 0
range in sizes from 1,000 to 30,000 lines of code, however the [33 285 Pass 0 0
reachable code from a single dispatch routine (device drivers usu- [ 23 T/0 . . .
ally export up to 10) usually ranges from 300 to 10,000 of lines of 24 139s | Pass 1 1
code. 25 344s | Pass 0 0

Table 1 demonstrates promise that our algorithm from Fig-
ure 4 can be made to be practical, automatic, accurate and scal- - 5 5 5
able. The tool is completely automatic. Only two false negatives 1able 1. Results of experimental evaluation on device drivers.
were reported, both due to inaccuracies in the underlying termina- Each éxample represents a single loop in a dispatch routine for
tion prover's treatment of bitvectors. Furthermore, the performance @ device driver. “Strengthenings” indicates how many times the
(while expensive) in many cases is not intractable. Table 1 also Strengthening procedure was called, and “Weakenings” how many
demonstrates that, at least in this domain, simple agreements suffimes the weakening procedure was invoked from the checking

fice. We expect the same to be true for most instances of industrial Procedure. “T/0” indicates timeout. The timeout threshold was
software. set to 3 hours= 10800s). “CEX” indicates a bug found, “False

represents a false bug found, and “Pass” represents the case where
Comparison with existing tools. As mentioned in Section 1, until a termination proof is found.
now no known termination prover has “natively” supported thread
termination. Before now the sound option available was to apply
a sequential termination prover on a program that represents anrequest” dispatch routine (not displayed) could be executed many
encoding of all of the interleavings @f to Ty. In order to compare times concurrently. This “read-request” dispatch routine can, in
against our new algorithm we have tried this for the first three cases, add elements to the queue that is being emptied in Figure 8.
examples from Table 1: all three cases resulted in a timeout after Thus, if an ongoing supply of read-requests arrive concurrently
3 hours using ERMINATOR. during the execution of the loop in Figure 8, the thread executing

The other potential competitor to our technique is simply to run the “I/O control” dispatch routine may not terminate.

a sequential termination prover on the single thread in question, The difficulty in this code is that the spinlock
thus simply ignoring the unsoundness (due to bugs that can only be&devExt->SpinLock is released and re-acquired within
found in the concurrent setting). During the analysis that produced the loop that is draining the list of request packets. The motivation
Table 1 we found 3 previously unknown bugs (Examples 1, 5, and for releasing the lock is due to the performance cost of the
19). The bugs in Examples 1 and 19 indeed require support for procedure that “removes and completes” the I/O request packets
concurrency in order to be found, meaning that in principle no other (IRPs) in the queue: the programmer has decided that it is too
known program termination prover would be able to find these expensive to call this operation while holding the lock. A fix is to
bugs. This assertion was verified experimentally for at least one create a new list, remove the elements frR@adQueue, place
sequential termination prover.€. TERMINATOR)—meaning that them into the new list, release the lock, and then “remove and
we applied ERMINATOR to the individual threads with bugs from  complete” each request from the new queue. Examples 2 and 3
Examples 1 and 19 and found that the sequential tool reported anfrom Table 1 represent the two loops from this proposed fix.
unsound result due to the fact that it was ignoring the interleavings
with the environment. As4A = true in Example 5, however, this
bug can be found simply with a sequential termination prover.

8. Future work

We now refer to the current limitations of the proposed method that

Notes on the bug from Example 1 of Table 1 (Figure 8)Figure 8 might be interesting to address in future work.

shows the loop from the first example in Table 1. This isalbbf

the code used in the example, just the body of the loop. All of the Supporting general liveness. In this paper we have restricted our-
code reachable from this loop was considered during the thread-selves to termination only, and excluded arbitrary liveness prop-
termination proof together with all of the code from all of the other erties [1] {.e. fair termination) from consideration. However, it is
threads that could be executing concurrently with it. This example likely that recent work on proving fair termination for sequential
comes from the ‘I/O control’ dispatch routine of a modem driver. programs [20] can be adapted to the setting of thread-modular live-
During the execution of this dispatch routine, the code in the “read- ness checking.



while (lIsListEmpty(&devExt->ReadQueue)) {

}

PLIST_ENTRY ListElement;
KIRQL Cancellrql;

ListElement=RemoveHeadList(
&devExt->ReadQueue

);

Irp=CONTAINING_RECORD(ListElement,IRP,
Tail.Overlay.ListEntry);

loAcquireCancelSpinLock(&Cancellrgl);

if (Irp->Cancel) {
/I this one has been canceled
Irp->loStatus.Information=STATUS_CANCELLED;

loReleaseCancelSpinLock(Cancellrgl);

continue;

}
loSetCancelRoutine( Irp, NULL);

loReleaseCancelSpinLock(Cancellrgl);

KeReleaseSpinLock( &devExt->SpinLock
, Oldirgl);

Irp->loStatus.Information=0;

RemoveReferenceAndCompleteRequest(
devExt->DeviceObject, Irp,
STATUS_CANCELLED);

KeAcquireSpinLock( &devExt->SpinLock
, &OldIrq);

Figure 8. Fragment of Example 1 from Table 1 (a modem device

driver) containing a concurrency/termination bug.

Unbounded threads, thread creation, thread destruction, etc.
We have made the simplifying assumption that the set of threads
in P is fixed. In principle our tool could be adapted to support an
unbounded number of threads in the environment so long as they

are drawn from a finite amount of code.

Synchronization primitives. For simplicity we have ignored sev-
eral forms of synchronizatiore(g.mutexes). In practice, however,

9. Conclusion

Concurrent programs are often designed such that the execution
of certain subroutined.¢. device driver dispatch routines) within
threads will not diverge. We call this property thread-termination.
We have described the first known program termination prover that
natively supports proofs of thread-termination. When proving that
the threadT’ terminates, our prover attempts to find an abstract
model of the environment that overapproximates the behavior of
the other thread%,, T3, etc. This model allows us to perform the
analysis thread-locally—we only consider each thread in isolation
together with the environment abstraction.

The novelty of the work presented here is the method of
strengthening the environment abstraction: it is incrementally com-
puted using information mined from the examination of paths in the
thread. The key idea is that we can take paths from the concurrent
setting and prove them well-founded in the sequential setting. The
witnesses to these proofs can lead to stronger environment abstrac-
tions.

We have demonstrated the practicality of the approach by imple-
menting a tool and performing experiments with it on loops from
device drivers. This evaluation represents the first known successful
application of a termination prover for concurrent programs to in-
dustrial software. During the evaluation a number of driver loops
were proved terminating, and several previously unknown bugs
were also found.
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