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Abstract

Programterminationis centralto the processof ensuringthatsys-
temscodecanalwaysreact.We describea new programtermina-
tion proverthatperformsapath-sensitie andcontext-sensitve pro-
gramanalysisand provides capacityfor large programfragments
(i.e. morethan20,000lines of code)togethemwith supportfor pro-
gramminglanguagdeaturesuchasarbitrarily nestedoops,point-
ers,function-pointersside-efects,etc.We alsopresenexperimen-
tal resultson device driver dispatchroutinesfrom the Windows op-
eratingsystem.The mostdistinguishingaspeciof our tool is how
it shiftsthe balancebetweerthe two tasksof constructingandre-
spectvely cheding the terminationargument.Checkingbecomes
the hardstep.In this paperwe shav how we solve the correspond-
ing challengeof chedking with binary readability analysis

Categoriesand SubjectDescriptors D.2.4[Softwag]: Software
Engineering—Prograr¥eri cation; D.4.5[Softwag]: Operating
Systems—Reliability

GeneralTerms Reliability, Veri cation

Keywords Prograntermination, modelchecking programveri -
cation,formal veri cation

1. Introduction

Reactve systemge.g.operatingsystemswebseners,mail seners,
databasenginesetc) are usually constructedrom a setof com-
ponentsthat we expectwill alwaysterminate.Caseswherethese
functionsunexpectedlydo not returnto their calling context leads
to non-responsk systemsDevice driver dispatchroutines for ex-

ample,musteventuallyreturnto their caller Considerthefunction
in Figure 1 which is calledfrom several dispatchroutineswithin

theWindows serialenumeratiomlevicedriver. This codecallsother
serial-basedlevice driversby passingl/O requestpacletsvia the
kernelroutineloCallDriver (line 50, plrp is apointerto the
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requestpaclet and FdoData->TopOfStack is the pointerto
anotherserial-basedlevice driver). In the casewherethe otherde-
vice driver returnsa return-\aluethatindicatessuccesshut places
0 in PloStatusBlock->Information , the serialenumera-
tion driverwill fail to incrementhevaluepointedto by nActual
(line 66), possiblycausingthedriver to in nitely executethisloop
andnot returnto its calling context. The consequencef this error
is thatthe computers serialdevicescouldbecomenon-response.
Worseyet, dependingpnwhatactionstheotherdevice driver takes,
this loop may causerepeatedacquiring and releasingof kernel
resourcegmemory locks, etc)at high priority andexcessie phys-
ical bus actity. This extra work stresseghe operatingsystem,
the otherdrivers,andthe userapplicationsunningon the system,
which may causehemto crashor becomenon-response too.

This exampledemonstrateow a notion of terminationis cen-
tral to the procesof ensuringthatreactve systemsanalwaysre-
act. Until now no automaticterminationtool hasever beenable
to provide a capacityfor large programfragmentg>20,000lines)
togethemwith accuratesupportfor programminganguageeatures
suchas arbitrarily nestedloops, pointers,function-pointersside-
effects,etc.In this papemwe describesuchatool, calledTERMINA-
TOR.

TERMINATOR'smostdistinguishingaspectwith respecto pre-
viousmethodsandtoolsfor proving programtermination,is how it
shiftsthebalanceébetweerthetwo tasksof constructingandrespec-
tively cheding the terminationargument.The classicaimethodis
to constructan expressionde ning the rank of a stateandthento
checkthatits value decreasem every transitionfrom a reachable
stateto a next one.The constructiorof the rankingfunctionis the
hard part and forms a task that needsto be appliedto the whole
program.The checkingpartis relatively easy In our method,the
taskof constructingranking functionsis the relatively easypart;
they areconstructecbn demandbasedon the examinationof only
afew selectedpathsthroughthe program.

Furthermore, TERMINATOR is not requiredto constructonly
one correctterminationargumentbut rathera set of guesseof
possibleaguments someof which may be badguessesThat s,
this setneednotbetheexactsetof the ‘right' rankingfunctionsbut
only a supeset We nd the samemonotonicityof there nement
of theterminationargumentaswith iterative abstractiomme nement
for safety(the setof predicatesreednot be the exactsetof ‘right'
predicatesut only asuperset).

Checking the termination agumentis the hard part of our
method. This is becausehe terminationargumentis now a set
of rankingfunctions,not a singlerankingfunction. With a single
ranking function one mustshawv that the rank decreasefrom the
pre-to post-statefter executingeachsingletransitionstep.In our
settingit is notsufcient to look ata singletransitionstep.Instead,
we mustconsiderall nite sequencesf transitions We mustshav
that, for every sequencepne of the ranking functionsdecreases



1 NTSTATUS
2 Serenum ReadSeri al Port (CHAR * PReadBuffer, USHORT Bufl en,

3 ULONG Ti meout, USHORT * nActual,
4 | O_STATUS BLOCK * Pl oSt at usBl ock,
5 const FDO _DEVI CE_DATA * FdoDat a)
6 {
7 NTSTATUS st at us;
8 IRP * plrp;
9 LARGE_| NTEGER startingOffset;
10 KEVENT event ;
11 SERI AL_TI MEQUTS ti neouts;
12 ULONG i ;
13
14 startingOf fset. QuadPart = (LONGLONG) O;
15 /1
16 /1 Set the proper tinmeouts for the read
17 /1
18
19 timeouts. Readl nt erval Ti meout = MAXULONG
20 ti meouts. ReadTot al Ti meout Mul ti plier = MAXULONG
21 ti meouts. ReadTot al Ti meout Constant = Ti meout ;
22 timeouts. WiteTotal TineoutMultiplier = O;
23 timeouts. WiteTotal Ti meout Constant = 0;
24
25 Kel nitializeEvent (&vent, NotificationEvent, FALSE);
26
27 status = Serenum | oSyncloct| Ex(| OCTL_SERI AL_SET_TI MEQUTS, FALSE, FdoDat a- >TopCf St ack,
28 &event, &tineouts, sizeof(timeouts), NULL, 0);
29
30 i f (!NT_SUCCESS(status)) {
31 return status;
32 }
33
34 Ser enum KdPrint (FdoDat a, SER DBG SS_TRACE, ("Read pending...\n"));
35
36 *nActual = 0;
37
38 whil e (*nActual < Buflen) {
39 KeCl ear Event ( &event) ;
40
41 plrp = 1 oBuil dSynchronousFsdRequest (| RP_MI_READ, FdoDat a- >TopOf St ack,
42 PReadBuffer, 1, &startingOfset,
43 &event, Pl oSt at usBl ock);
44
45 if (plrp == NULL) {
46 Ser enum KdPri nt (FdoData, SER DBG SS ERROR, ("Failed to allocate IRP\n"));
47 return STATUS_| NSUFFI Cl ENT_RESOURCES;
48 }
49
50 status = loCall Driver (FdoDat a- >TopOf St ack, plrp);
51
52 if (status == STATUS_PENDI NG {
53
54 status = KeWait For Si ngl eObj ect (&vent, Executive, Kernel Mbde, FALSE, NULL);
55
56 if (status == STATUS_SUCCESS) {
57 status = Pl oSt at usBl ock->St at us;
58 }
59 }
60
61 if (!NT_SUCCESS(status) || status == STATUS_ TI MEQOUT) {
62 Serenum KdPrint (FdoData, SER DBG SS ERROR, ("IO Call failed with status %\n", status));
63 return status;
64 }
65
66 *nActual += ((USHORT) Pl oSt at usBI ock->I nf or mati on;
67 PReadBuf f er += (USHORT) Pl oSt at usBl ock- >l nf or mati on;
68 }
69
70 return status;
71}

Figurel. Utility functioncontainingaterminationbug. Thisfunctionis usedby severaldispatchroutinesin theWindows serialenumeration
device driver, SERENUM.SYS



T :=; (* terminationargumentunionof well-foundedrelations*)
repeat

(* checkbinaryreachabilityfor 7" *)

if Rf T then
report “Terminating”
else

p = abinaryrelationsuchthatp R/ butp6 T

(* nd rankfunctionfor p if it exists*)
if pis notawell-foundedrelationthen
report “Not Terminating”
ese
(* constructerminationargument)
W arankingrelation,ie.p W andW well-founded
T T[ W

end.

Figure 2. Algorithm underlying TERMINATOR (from [13]). The
binary reachabilityanalysiswhich checkstheinclusionR; T,
is describedin Section3. If the checkfails, it returnsa binary
relation p. The binary relation p is representedy a sequencef
statementgwith a loop), i.e. a program.The constructionof a
rankingfunctionfor this programandof the correspondinganking
relationW is implementedria techniquesxplainedin [22].

betweerthe pre- andpost-stateln otherwords:we must rst nd
all pairsof statess; ands; suchthats; is reachabldrom the pro-
grams initial stateands; is reachabldrom s;; andwe mustthen
shaw thatthevalueof onetherankingfunctionsdecreasefom s;
to s2. We call this taskbinary reacability analysis Previously; it
wasnotknown whetherbinaryreachabilityanalysiscouldbemade
practical. The challengeraisedby our approachwasto shav that
thisis indeedthe case.

In this paper we shav that one can malke binary reachability
analysispractical.Furthermorethroughexperimentswith TERMI-
NATOR onWindows device drivers,we demonstrat¢hatit is effec-
tive at proving terminationargumentdor industrialsystemscode.

2. TERMINATOR

Thealgorithmfor theincrementatonstructiorof terminationargu-
mentsunderlyingTERMINATOR is outlinedin [13]. In this section
webrie y describe€lT ERMINATOR'sdesignandexplaintherolethat
binary readability playsin it.

TERMINATOR iterates betweentwo procedures:its binary
readability analysischeckthe candidateterminationargument,
while its rank function synthesisengineincrementallyconstructs
theterminationargument.

SeeFigure2. We assuma programP with atransitionrelation
R anda setof initial statesl . We de ne the binary reachability
relation R asthe transitive closureof R restrictedto reachable
states.It consistsof the pairs of states(si, s2) suchthat s is
reachablgrom s; in at leastone stepand s; itself is reachable
from aninitial stateso. Formally,

R|+ , f(s1,82)]9s021.(s0,81) 2 R " (s1,82) 2 R+g

Binaryreachabilityanalysiss aprocedurahatcheckswvhetherR?;
is containedn agivenbinaryrelationT":

R T
In the casethat the inclusion doesnot hold, there exists a non-
emptysequencef statementsr, ..., 7, ... 7™ Wwith anexecution

sequenceso ! ; s1...si 1! ; si...sn 2! , san such
thatthe pair of states(si, sn) is notin 7', formally (si,sn) 2 R

but (si, sn) 627. By the form of T" in our setting,the two states
si andsn will always have the sameprogramlocation;thus, the

statementsri+1 ,... 7 form acyclein theprogram.Let p bethe

relationconsistingof all pairsof stateq(si, sn) thatareconnected
by an executionsequencef the form describedabove (induced
by the sequenceof statements 71,...,7,...7 ). Thatis, the

relation p is the countergampleto the inclusion R T. We

harep R andp6 T.

TERMINATOR appliesa rank synthesigool basedon [22] to p
in attemptto constructa ranking function (thus proving its well-
foundednessfromthis we canconstructa correspondinganking
relation W , which consistssimply of the pairs of stateswith de-
creasingpositive rank. Thus, the constructedankingrelation W
containsthe relation p andis well-founded.SeeFigure 3 for an
example.

Note thatthe union T of rankingrelations,however, is in gen-
eral not well-founded(it is only disjunctivelywell-foundedn the
terminologyof [23]). Thisis why it would notbesufcient to shav
theinclusionkR T, andwhy we mustinsteadprove R T.
Our approactthusfollows the framework of [20] wheretemporal
reasoninghere,abouttermination)is reducedo rst orderreason-
ing using auxiliary assertionghere,the union 7' of rankingrela-
tions).

Example. ConsiderFigure4. In orderto prove this programter-
minating, TERMINATOR incrementallyconstructsa relationT” that
musteventuallycontainthebinaryreachabilityrelationof thatpro-
gram.It is sufcient to specify (andto constructjthe subrelations
T with pairsof statesat the sameprogramlocation? where/ is
oneof 7, 12,28 and33. Thesdocationsform a setof cutpoints,in
theterminologyof Floyd [15]. We thencanprove

Ry \ f(s,8)js(pc) = t(po) = g T

for each?. Theoverallterminationargument,T’, canbe constructed
astheunionof theT stogethemwith arelationthatexpressesill of
non-composablpairs.Formally,

T, T7[ T12 [ T28[ T33[ TDIFF

whereTP'F is alarge setof trivially well-foundedrelationsloca-
tion suchasf (s,t) j s(pc) = 3" t(pc) = 29, f(s,t) | s(pc) =
3~ t(pc) = 5g, etc.More precisely:

T2, [ Jf(s,8) J s(po) = i #(po) = jg
i6]

The relationsT" constructedby TERMINATOR are listed in
Figure5. Notethat7?® = T28 [ T2 [ T2 is aunion of well-
foundedrelationsbut is itself notwell-founded.

TERMINATOR startswith Tg, the empty relation denotedby
false , and addsranking relations7;, T, etc. until there are
no more countergamplesfor ¢. This meansthat the relation T’
formed by their union containsevery pair (si, sn) of statesat
location? suchthat s; is reachabldrom a states; at the startof
main ands, is reachabldrom s; by any non-emptysequencef
executionsteps.

TERMINATOR'sbinaryreachabilityanalysiss designedo sup-
port programswith pointeraliasing,asfoundin Figure4. Notice
thattheterminationargumentat programlocation28, 728, doesnot
specifytherelationshipdbetweerx, y, p, andq. Thisis anexample
of theseparatiorof concernsn TERMINATOR. Binary reachability
analysidracksthealiasingof *p buttheterminationargumentdoes
notspecifythealiasingrelationshipsFurthermoretheconstruction
of theterminationargumentdoesnot needto trackthem.

In orderto prove that 7% containsall pairsof statesat loca-
tion 33, thebinaryreachabilityanalysismustderive andprove that
b==true is a programinvariantatlocation36. It thussubsumes



1: do {

: . 1. do {

gj if (Z>_X) { 2: assume(z>x);
; X++; 3 e

4 } else { : . .
5 24+ 7.} while (x<y);
6:

7: } while (x<y);

(a) Multipath loop

in (a).

(b) Loop representingthe path
1! 2! 3! 7throughtheloop

Q((zo, yo, 20), (T1,y1,21)) , 20 > o
Nz = a0+ 1
Ny = Yo
N Z1 = 20
N <y

(c) TherelationQ representshepathl1 ! 2! 3! 7
throughthe loop in (&). The expression(xo, Yo, 20) is used
torepresenprogramstatesatthebeginningof theloopbody,
and(z1,y1, z1) is usedto representheresultingstateafter
executingthe body Threeiterationsof the loop in (b), for
example,canberepresentely @ @Q Q.

Figure 3. TERMINATOR useshinaryreachabilityto searchfor possiblynot well-foundedpathsandusesa rankfunctionsynthesiengineto
try andshaw thatthey arespuriouscountergamples(i.e. thatthey arewell-founded).For example: TERMINATOR might nd thepathl !

21 31 71

1in theloopin (a). This pathcanbe represente@itherasanothemprogramloop foundin (b) or the relation@ from (c).

TERMINATOR'srankfunction synthesisngineprovesthe well-foundednessf Q by nding therankingfunction f(x,vy,2) , ¥ . The

rankingrelation W is de ned asf (s, t) j f(t) > 0" f(¢t)

the synthesif programinvariants the taskof standardeachabil-
ity analysisAgain, thisis anexampleof theseparatiorof concerns
in TERMINATOR, sincethe constructionof 7% doesnot involve
deriving andproving theinvariant.

If we commenbutthecodeatline 11in Figure4 thenTERMI-
NATOR fails to prove terminationand produceghe following path
throughthe program denoteddy line numbergnoticethatthe call
to Ack is notreachablen the rst iterationof theloop).

stem= 20 21 231 24 25 271 29 39 40
411 420 44 270 29 300 3! 5 9 12
cycle= 3 5 6 70 3 5 9 12

The pathis a lassoconsistingof two parts,a stemanda cycle;
thecycleisiteratedforeverif it is enteredy astatethatresultsfrom
executingthe stem.Notice thatin general the stemandthe cycle
cancontaintheunrolling of oneor moreloopsin the program.

3. Binary reachability analysis

In this sectionwe describethe designand an implementationof
binaryreachabilityanalysis We proceedasfollows:

1. We give a characterizatiorof R by the least xpoint of a
function F'.

2. Guidedby the structureof F', we shav atransfoArmatioron P.
This transformationcreatesa newvw program P that imple-
mentsF'. This meansthatthe least xpoint of I is equivalent
to the setof reachablestatesn P.

3. We describea transformationof P thatcreatesPr . An error
locationin Pr is not reachableif and only if the inclusion
R/ T holds.This allows usto usea temporalsafetyprover
to checkthevalidity of T'.

4. Finally, we describehow TERMINATOR transformserror paths

found by the safetychecler in Pr toan input for TERMINA-
TOR'srankfunctionsynthesiengine.

3.1 Fixpoint characterization

We rst de ne afunction F' whoseleast xpoint is R, . Thedomain
of F consistsof binaryrelationsover statesof the given program.
Theleastelements thetransitionrelationrestrictedo initial states.

? ., f(s1,82)js121 " (s1,82) 2 Rg

f(s) + 1g,i.e.f(s,t) j t(y)

i(x) > 0" i(y) #x) s(y) s(x)+ 1g.

Before formalizing F', we de ne an auxiliary functionid.; that
restrictsthe identity relation over the programstatesto the image
of its inputrelation,formally,

id(z) (X) , f(sz,sz) j 9s1. (81782) 2 Xg
Let denotetherelationalcompositionoperator:
X Y, f(s1,83)]9s2.(s1,52)2 X" (s2,83)2YQ.

The function F' takes a binary relation X asinput. It returnsthe
relationalcompositionof the unionof X andthe identity relation
restrictedto the secondcomponentwith the transitionrelation R
of theprogram.

F(X), (X[ idy(X) R

In effect F eithercopiestherighthandcomponenof X into theleft
beforepassingt to R, or elseit simply passesX itselfto R.

THEOREM 1. Thebinary reacability relation R/ of the program
P is equalto theleast xpoint of thefunction F' on the domainof
binary relationswith theleastelement :

R/ = Ifp(F,?).
3.2 Reachability characterization

We de ne atransformation? of theprogramP andanequialence
relation' betweernpairsof statesn P andstatesof P. Thetrans-
formationre ects the structureof thefunction F', expressedn P's
programminganguageWewill establistaconnectiorbetweerthe
least xpoint of F' over? andthesetof reachabletatesof P.

Let V = fvi,...,vn,pcg be the setof programvariables
in P, including the programcounter The set of variablesV of
transformecbrogram]3 containsV’ anda duplicatesetof variables
V=1fVvi,..., Va, pc g Theseareusedin P to recordvalues
of V' in previous stateqWe will discusshonv TERMINATOR create
thesevariablesfor pointerandrecordsexpressionsn Section4.2).

We saythatastates'in Pis equivalentto a pairof stateq s1, s2)
in P, writtens"' (s1, s2), if thefollowing conditionshold.

/S\(‘V 1) = 51(V1) §(V1) = 52(V1)

5(Vn) = s2(vn)
5(pc) = s2(pc)

5(°v n) = s1(vn)
s(pc ) = s1(pc)



1 int Ack(int x, int vy)

2 {

3 if (x>0) {

4 int n;

5 if (y>0) {

6 y-

7 n = Ack(x,y);

8 } else {

9 n =1

10 }

11 X--;

12 return  Ack(x,n);

13 } else {

14 return  y+1,;

15 }

16 }

17

18 void main()

19 {

20 int  x = nondet();

21 int 'y = nondet();

22

23 int p = &y;

24 int * q = &

25 bool b = true;

26

27 while(x<100  && 100<y && b)

28 {

29 it (p==q) {

30 int  k = Ack(nondet(),nondet());
31 (p)++;

32 while((k--)>100)

33 {

34 if (nondet()) P = &}
35 if (nondet()) P = &}
36 if (lb) {k++;}

37 }

38 } else {

39 (*a)--;

40 (*p)-;

41 if  (nondet()) P = &}
42 if  (nondet()) {p = &x}
43 }

44 b = nondet();

45

46 }

Figure4. Exampleprogramnondet() is usedto represenhon-
deterministicallychoserintegersandBooleans

Let T bethesetof initial statesof P de ned asfollows.
T, f5j9s021.5" (s0,50)0

SeeFigure6, which shaws a transformatioron programstate-
ments.We constructP by applying this transformationon each
statemenof the programP. Let posty denotethe postoperatorof
the programP.

Thereis an analogybetweentransformedstatementsand the
structureof the function F:

Theassignmenstatementin Figure6 correspondo theappli-
cationid (X),

Theif -conditionalwith non-deterministichoicebetweerthe
branchegorrespondso theunion X [ idg) (X),

‘E ‘ well-foundedbinaryrelationsT},

7 | Td(s,t), false

T{(s,t), t(y) > 1" t(y)
12 | T¥(s,t), false
Ti(s,t), t(x) >
28 | 12%(s,t), false
Ti(s,t) . t(y) > 100" t(y) s(y) 1
T28(s,t), t(x) < 100" #(x) s(x)+ 1
33 | T83(s,t), false

TH8(s,t), t(k) > 100" t(k) s(k) 1

s(y) 1

IMH(x)  s(x) 1

Figure 5. Theterminationargument(a union of well-foundedbi-
nary relationsT, betweenstatesat the samecutpointlocation ¢)
incrementallyconstructe@ndthenchecledby TERMINATOR, thus
proving the terminationof the programin Figure4. TERMINATOR
startswith Ty, theemptyrelationdenotedby false

L: if (nondet() {
Vi1 = vy,
Vo = Vp;
L: stmt =) ‘pc = L;

} else {
skip;

}

stmt

Figure 6. Transformatiorusedto construct? from P.

Therelationalcompositionwith R is re ectedby i) having the
original statemenof theprogrampP afterthe conditionalandii)
the connectiorbetweerstatess andpairsof stateqs1, s2).

We formalizethe analogyin thefollowing theorem.

THEOREM 2. Theleast xpoint of thefunction ' onthe domainof
binaryrelationswith theleastelemen® is equalto thesetof states

of thetransformedbrogram P reatableafter at leastonestep:
Ifp(F,?) = posty ().

The equalityholdsunderthe assumptiorthat we identify a states
with apair of stateqs1, s2) if they are’ -equialent.

The statemenbf Theorem2 involvesthe following technicali-
ties:

We assuméhatthereareno statementin P whosedestination
location is the initial location of P. This is becausewe do
not instrumentthe rst instructionin P in orderto model? .

The tranformationwill not be correct, however, if this rst

instructionis reachabléater duringthe programs execution.

We assumethatthe operatorposty, treatsthe compoundstate-
ments

L: if (nondet()) {.} stmt



of the programﬁ asmonolithicones This meanghattheinter
mediatestatesatlocationsof P addeddueto thetransformation
arenot consideredo be elementof post;( ).

We cannow implementthe binaryreachabilityanalysisn three
steps:

Createthetransformeq)rogramﬁ,
Computethe setof reachablestateqmst; ( T ), and
Checktheinclusionbetweerthe computedsetandT'.

3.3 Reachability characterization

In practice,we would like to stopthe reachabilitycomputationas
soonasit becomesvidentthattheinclusiondoesnot hold. In this
sectionwe describean additionaltransformationappliedon the
program]3, thataddressethisissue.

The additional transformationtakes the programl3 and pro-
ducesPr by replacingeachcompoundstatemenbof p (exceptthe
initial statement):

L: if (nondet()) {.} stmt
by the statement:
L: if (( Tv)) { ERROR:skip; 1}

if  (nondet()) {.} stmt

To constructhe Booleanexpressiorli we rst assumehatthe
relationT is representethy anassertiorover variables'V andV,
which denotethe valuesof the programvariablesin the rst and
the secondcomponentof the pairs (s1,s2) 2 T. Note that the
programcountervariablepc doesnot appearin the programtext
of C programs.Hence,we cannotinsertthe assertionl" into the
programtext directly. To overcomethis, we usethe expressioniy
that is obtainedby substitutingL for pc in T'. For example,for
T=((pc =L12~pc =1L12) =) (x> 1”x<'x)and
locationL28 we obtainthefollowing conditional:

L28: if (! (! ( ‘pc==L12 && L28==L12 )
[l ( x>1 && x<'x))

ERROR:  ski p;
}

We will revisit this examplein Section4.1.

THEOREM 3. The inclusion R T holdsif and only if the
location ERRORs notreadablein the program Pr .

Now, we canapply a temporalsafetychecler on the programﬁT
to prove the non-reachabilityof the location ERRORFor safety
checlersbasedon countergample-guidedabstractiorre nement,
theformulationof Pr (particularlywith severaloptimizationgo be
describedn Section4) givesampleopportunityfor goodabstrac-
tions.

3.4 Analyzingerror paths of Pr

We assuméehatatemporakafetychecler canproduceanerrorpath
if thelocationERRORs reachableNext, we describetheinterpre-
tation of suchan error path 7 in the context of TERMINATOR'S
algorithm,whichwe have describedn Section2.

Weneedo extractacountergamplep totheinclusion?; T
from the error path 7. We obsere that = must, at some point,
traversethroughthe positive branchof the conditionaladdedby
thetransformationin Figure6. We split = atthelatestappearancef
suchstatemeninto stemandcycle We thenremove all statements
thatwereaddedby the programtransformatiorfrom the stemand
the cycle. Let Rsem and Reycle be the transitionrelationsof the
stemand the cycle, respectiely. We producethe relation p, see

Figure2, asfollows.

P, f(82783) ] 9s1 2 |. (81782) 2 Rstem " (82783) 2 Rcycleg

Theresultingrelation p is represente@sa conjunctionof atomic
assertiongomputedvia asymbolicsimulationof the pathin P.

We assumethat the safety checler also outputsan aliasing
con gurationbetweerpointervariablesthattogethemith theerror
pathm witnesseshereachabilityof thelocationERRORN Pr. We
encodehis informationinto p by anadditionalconjunction.

If the rank function synthesisstepfails for the relation p, the
stemandthe cycle constitutea possiblecounter@ampleto termi-
nationof theprogramP.

Example. Considerthefollowing simpleprogram:

1 void main() {

2 int x = nondet();
3 int * p = nondet();
4 it (p==&) {

5 do {

6 X--;

7 } while(*p>0);
8 }

9 }

With aterminationargumentT™® = false
ampleto terminationwill bethe stem = 2! 31 41
cycle= 61 7! 5.

Therankfunction synthesisngineknows nothingaboutpoint-
ers(i.e.themeaningof *p ). However, if we symbolicallysimulate
this pathwhile constructinghe mathematicatelationshipwe can
seethat*p andx representshe samevalue.Thereforewhencon-
structingthe mathematicatelationrepresentinghis path,we can
simply usethe samemathematicalariable.Let vo andv; bethe
valuesthatboth *p andx have beforeand after the executionof
the stem/gcle statementsNe cande ne the stemandcycle repre-
sentmathematicatelationsRsem andRcyce as:

the (false)counterg-
5 and

Rstem (vo,v1) , true
Rey cie (vo,v1) , 1Mv1 >0

Reycie is well-founded,wherethe ranking functionis v. This is
mappedback to a relation over programvariablesby choosing
eitherx or *p . Thatis, we could eitheruseT®(s,t) , t(x) >
0" #(x) < s(x) or T°(s,t) , t( p) > 0" t( p) < s( p) for the
re nementof theterminationargument.

Notethat,evenif weincorrectlyassumehattwo C expressions
alwaysalias,this doesnot causeanunsoundnesis TERMINATOR.
The only constrainton 7° is that it is well-founded.If we use
the agumentT®(s,t) , t(x) > 0~ t(x) < s(x), the binary
reachabilitywill nd caseswherex and*p do not aliasif such
examplesexist.

V1 = Vo

4. Optimizations

In this sectionwe describeseveral optimizationsthat TERMINA-
TOR appliesduring the programtransformatiordescribedn Sec-
tion 3. The rst optimizationexploits the fact that we can con-
structandcheckterminationargumentsfor onelocationatatime.
Theremainingoptimizationspruneaway executionsof Pr thatthe
temporalsafetychecler doesnot needto considerwhentrying to
proving thenon-reachabilitypf thelocationERRORWeimplement
theseoptimizationsasadditionalprogramtransformationsndper

form themduringthe constructiorof theprogramPr .

4.1 Specialization of Pr

The terminationargument” for the program P is a conjunction
of terminationarguments?” for eachcutpoint?. Eachtermination



1 void main() 0.1 int “x, 'y, ‘pc;

2 0

3 int x,y; 1 voi d main()

4 2

5 S if(y>=1) { 3 int x, vy;

6 whi l e(x>=0) 4

7 4.1 X =X

8 L: X = X+y; 4.2 'y =y,

9 } 4.3 ‘pc = LO;

10 } 5 S if (y>=1) {

11 } 6 whi l e (x>=0)
7 {
8.1 L if (‘pc==L
8.2 && L==L
8.2 && !'( x>=0
8.3 && x<='x-1
8.4 )
8.5 ) {
8.6 ERROR:
8.7 }
8.8 if (nondet()){
8.9 X=X,
8. 10 ‘y =y,
8.11 ‘pc = L;
8.11 }
8 X = X+y;
9 }
10 }
11 }

ProgrampP ProgramPr

Figure7. Exampleof theprogramtransformatiorfor checkingthe
binaryreachabilityquery('pc = L*pc = L) =) (¢ Oz
‘r 1) atthelocationL.

agument?” is of theform

(pc =¢rpc=10) =) (Ti_ _T).
Assumethat TERMINATOR is processinghelocation/. Whentbe
programtransformationcreatesa statementof the program Pr
at the location /° 6 ¢ then the correspondingexpressionT is

equivalentto false , sincetheconjunctionl” » pc = (is valid.
Thus,we candropthe statement

if (! T_.L) { ERROR:skip; }

at all locationsdifferentfrom ¢ (seethe examplein Section3.3).
Furthermorewe canalsodropthe statement

if  (nondet()) { ... 1}

at theselocations, since the statess that are createdby taking
the positive branchof the abore conditional at location 2° & ¢
cannotcausethe computationto reachthe location ERRORbe-
causes 627" .

We applythis optimizationon all examplesin the remainderof
this section.SeeFigure7 for anexampleof specializatiorof Pr .

4.2 Prevariablesfor C programs

The programtransformationdescribedn Section3 implicitly re-
quiresthatwe createa pre-\ariablefor every heapandstackloca-
tion addressablasingC expressiongrom the programvariablesn
scopeHowever, in practicethisis impossible.

Assumethat TERMINATOR is processesing terminationargu-
mentfor a given cutpoint.For eachvariablex of scalartype,i.e.,
int, char, long , etc.,in scopeof the cutpointwe countthe
numbem of dereferenceperatorsn thetypede nition of thevari-
ablex. For example,if x isde nedasint **x; thenn = 2. For

1 void main()

2 {

3 int ...

4 LO:

5 L1: while (...) {
6

7 L2: while (... {
8

9 }

10

11 }

12 it (..)

13 goto LO;
14 }

Figure 8. Exampleprogramwith threecutpointsLO, L1, andL2.

each0 ¢ n+ 1wecreatethefollowing pre-\ariable.

P...pX
N——
i times

andwe insertthe assignmenstatement

TPp...pX = FLtX
N——— S~——
i times i times

in the conditionalfrom Figure 6, during the programtransforma-
tion.

Note thatit is soundfor TERMINATOR notto createduplicate-
variablesfor locationsaddressabl@ the original C program,this
only senesto make TERMINATOR morecomplete.

TERMINATOR alsocreategre-\variablesfor eld accesexpres-
sions,sayx->f , thatappearin the terminationargument.It cre-
atesa pre-variable x _f andthe correspondingssignmenstate-
ment'x f = x->f;

4.3 Structured programs

When proving the terminationargumentfor a cutpoint/ within a

structuredprogramit is not necessaryo prove terminationat ¢ for

executionsthatleave the ¢ loop andthenreturn—thesexecutions
will be coveredwhen proving terminationof the outer loop. To

implementthis optimizationwe insert

it (pc ==1) { exit(; }
into the sourcecodeof the transformedprogramat exit points of
theloopthat/ represents.

We illustratethis optimizationon Figures8 and9. Assumethat
we arein the processof inferring a terminationargumentfor the
cutpointthat correspondgo the while -loop at the locationL2.
By insertingthe conditionalstatemenatline 9.1 we excludefrom
consideratiorstatess, wheres{(pc) = L2 thatappearon compu-
tationsleaving theinnerloop andcomingbackto the locationL2.

4.4 Weak binary reachability

In large programs,pathsto a cutpoint can be very long. These
pathsmay executemary instructionsthat are not relevant to the
terminationanalysisatthecutpoint.We obsered examplesof such
pathson some dispatchroutines when applying TERMINATOR.

TERMINATOR canabstractway the pre xesof suchpathsin two

differentways:

1. It could ignore all programstatementghat are executedbe-
tweenthestartof themain functionandthecall to thefunction
containingthe cutpointunderconsideration.



1 void main()

2 {

3 int  ..;

4 LO:

5 L1: while (...) {

6

7 L2: while  (...) {

7.1 if (! TL) { ..

7.2 if  (nondet()) {3 ‘pc = L2}
8

9 }

9.1 if (pc == L2) { exit(); }
10

11 }

12 if (..

13 goto LO;

14 }

Figure 9. Transformed program for cutpoint L2 with the
return -statemenatline 9.1addeddueto optimization.

2. It couldalsoignoreall programstatementsvithin the function
containingthe cutpointthat appeambetweerthe rst statement
andthe statementhatcorrespond$o the cutpoint.

Note that theseoptimizationsmust ensurethat valuesthat would
be initialized during the codethat is being skippedmuststill be
initialized (with non-determinaticvalues)in the abstraction.In
mosttemporalsafetycheclersthis is automatic We introducetwo
approximationsR; and R, of the binary reachability relation
R," that correspondto the abose abstractionsThen, we de ne
the corresponding)rggramt@nsformationsthat given a program
Pr createprogramsP} and P? whichimplementthe rst andthe
secondapproximatiorrespectrely.

Let enry be the entry location of the function containingthe
cutpointthat we are analyzing.We de ne the rst approximation
R; asfollows.

RI , f(s1,2) ] 9s0. so(pC) = lentry "
(s0,s1) 2 R »
(s1,82) 2 R* »
s1(pc) = sa2(pc) = Ly
The secondapproximationR, is the transitive closureof R re-
strictedto thecutpoint.Notethat,if R, is restrictedto statesvhere
thepcequals!, Ry R; R;.

The programﬁ%, which representshe approximationR; , is
obtainedfrom P by insertinga call to the function containingthe
cutpointasthe rst instructionin thefunctionmain . Weillustrate
P} in Figure10(b).

The program]st, which representshe approximationR; , is
obtainedfrom 13% inserting a goto -statementat the beginning
of the function containingthe cutpoint. The destinationlabel of
the goto -statementis the cutpointlocation. We illustrate 13T2 in
Figurel10(c).

TERMINATOR rst analyzesP?. If P?'s error locationis not

reachablehen TERMINATOR proceedswith the next cutpoint. If,
however, anerrorpathis found,thenTERMINATOR switchesdts fo-

custo 13% f 13T ‘s errorlocationis notreachablehen,again, TER-
MINATOR proceedsvith thenext cutpoint.If anerrorpathin P! is

foundthenTERMINATOR mustrevertto theoriginal Pr . Notethat
predicatedound by a predicate-abstractiobasedtemporalsafety

checler duringthe analysisof 13T2 canbereusedwith 13% , etc.

1 void min() 1 void min() 1 voi d main()
2 2 2
3 2.1 f(); 2.1 f();
4 a(); 2.2 exit; 2.2 exit;
5 ... 3 3
6} 4 9(); 4 g():
7 5 5
8 void g() 6 } 6 }
9 { 7 7
10 8 wvoid g() 8 wvoid g()
11 f(); 9 { 9
12 ... 0 ... 10
13 } 11 f(); 11 f();
14 12 12
15 void f() 13 } 13 }
16 14 14
17 15 void f() 15 wvoid f()
18 L: while 16 { 16
19 17 16.1 goto L;
20 } 18 L: while 17
19 . 18 L: while
20 } 19
20 }
@) (b) (©

Figure 10. (a) Exampleprogramwith a cutpointat locationL in

the functionf . (b) Transformecbrogramﬁ% for cutpointL. The
safetychecler doesnot considerthe functiong. (c) Transformed
programﬁT2 for cutpointL. The safetychecler considersneither
thefunctiong northeinitial partof f .

1 void main()

2 |

3 int x=nondet (), y=nondet(), z=nondet();
4 if (y>0) {

5 do {

6 if (nondet()) {
7 X =X +Yy,;

8 } else {

9 Z =X -Y;
10 }

11 } while (x<y && y<z);
13 }

14 }

Figure1l. An exampleprogram

This optimization doesnot affect TERMINATOR'S precision:
TERMINATOR producesountergamplesto terminationonly when
analyzing Pr . This optimization speedsup the analysisof pro-
gramsthat terminate,and slows dowvn the checkingof loops and
recursve functionsthatdo not guarantegermination.

5. A complete example

In this sectionwe work througha TERMINATOR-styletermination
proof searchon the programin Figure 11. As thereis a only one
loop we needsimply to nd andprove a terminationargumentfor

oneprogramlocation(programlocation5).

First iteration. We start the proof searchwith the termination
argumentT™® initialized to the empty agument,i.e. 7°(s,t) ,

false . In orderto checkthevalidity of the terminationargument
T®, the binary reachabilityprocedurewill try to prove the safety
of aprogramthatit constructsNotethat,in this case weakbinary
reachabilityis not powverful enoughThis is dueto thefactthatwe
mustknow y>0 during the analysisof the loop. For this reason
we will skip directly to strongbinary reachability Recallthat our



implementationof binary reachability analysisproducesa new
programandperformsreachabilityanalysisonit. Thenew program
in this caseis:

0.1 int 'pc =0

0.2 int 'x, 'y, 'z;

1 voi d main()

2 {

3 i nt x=nondet (), y=nondet(), z=nondet();
4 if (y>0) {

5 do {

5.1 if ('pc==5) {

5.2 if (!(false)) {
5.3 ERROR: skip
5.4 }

5.5 }

5.6 if (" pc==0) {

5.7 if (nondet()) {
5.8 "X = X;

5.9 Y =y,
5.10 'z =z,
511 'pc = 5;
5.12 }

5.13 }

6 if (nondet()) {

7 X =X +Y,;

8 } else {

9 Z =X -Y;

10 }

11 } while (x<y && y<z)

13 }

14 }

NotethatT® = false is usedin the conditionalat line 5.2. A
temporalsafetychecler will nd thattheprogramlocationERROR
(i.e. location5.3) is reachablewith onepossiblecounter@ample
being:3! 4! 5! 51! 56! 57! 58! 59! 510!
511! 512! 513! 6! 7! 8! 10! 11! 5!
51! 5.2 ! 53. This counter@ample can be broken up into
a representate stemand cycle. We performthis by splitting the
stemfrom thecycle attheoccurencef line 5.8, andthenremaving
all of the line numbersntroducedby instrumentationThis leaves
uswith:

stem= 3! 41 5

cycle=6! 7! 8! 10! 11! 5

ThestemandcyclerepresenthemathematicatelationsRsiem and
Rcy cle :

Rstem ((x0,%0, 20), (z1,¥1,21)) , 41 >0
N Tr1 = Xo
n 21 = 20
Reycle (w0, Yo, 20), (1,y1,21)) , 1= To+ Yo
N 21 = 20
Ny = Yo
N <y
n y1 < z1

The counter@ample that we passto the rank function synthesis
engineis therelation

p1(s1,82), 9s021.(s0,81) 2 Rstem " (S1,52) 2 Reycle

The rank function synthesisenginecan prove this relation well-
founded andreturnsthefollowing rankingrelationcomputeddur-
ing the proof which over-approximates: :

TP (s,t), t(x) <t(y)™ t(x) s(x)+ 1

Thatis, we know that 77 is well-foundedandthat py TP —
think of 77 asthe genealization or core-reasorasto why the path
representedy p; is a spuriousterminationcountergample. 17 is
thenaddedto our terminationargument:

T(s,t), Ti(s,t)_ false

Secondteration. Wethenstarttheprocessgain:.wearetryingto

prove terminationat programlocation5 andthecurrenttermination

argument,I®, equalsT™(s,t) , T7(s,t) _ false andwhere:
T(s,0), #(x) <t(y) " #(x)  s(x)+ 1

The binary reachabilityprocedurewill producethe following pro-
gram:

0.1 int "pc =0

0.2 int 'x, 'y, 'z;

1 voi d main()

2 {

3 int x=nondet (), y=nondet(), z=nondet();
4 if (y>0) {

5 do {

5.1 if ('pc==5) {

5.2 if ('( (x<y && x>="x)
5.3 || fal se
5.4 )

5.5 }

5.6 if (" pc==0) {

5.7 if (nondet()) {
5.8 X =X

5.9 RARR%
5.10 'z =z,
511 'pc = 5
5.12 }

5.13 }

6 if (nondet()) {

7 X =X +y,;

8 } else {

9 zZ =X -y,

10 }

11 } while (x<y && y<z);
13

14 }

A temporalsafetychecler will nd that ERRORSs reachableand
will producethefollowing countergample:

stem= 3! 4! 5

cycle= 6! 8! 9! 10! 11! 5
Therepresentatk relationsRsiem andReyce arede ned as:

Rstem ((z0, %0, 20), (T1,1,21)) , 41 >0
N T1 = Xo
n 21 = 20
Reyce (0, Y0, 20), (¥1,91,21)) ,  21= Zo %o
N T1 = Xo
Ny = o
N <y
N <a

We cande ne asecondcountergamplerelation,p,, as:
p2(s1,82) , 9502 |.(s0,81) 2 Rstem " (s1,52) 2 Reycle
p2 is alsowell-founded—theankingrelationproduceds:
T5(s,t), ty) <t(z) " t(z) s(z) 1
We againre ne theterminationargument:

T(s,t), T3(s,t) _ Ti(s,t) _ false



Third iteration. We arenow readyto try andprove thevalidity of
theterminationargument:

T°(s,t), T5(s,t) _Ti(s,t)_ false
The programthatthe binaryreachabilityprocedureproducess:
0.1 int "pc =0

0.2 int 'x, 'y, 'z;

1 voi d main()

2 {

3 i nt x=nondet (), y=nondet(), z=nondet();
4 if (y>0) {

5 do {

5.1 if (" pc==5) {

5.2 if ('( (y<z && z<="2)
5.3 |l (x<y && x>="X)
5.4 || false

5.5 )

5.6 }

5.7 if (" pc==0) {

5.8 if (nondet()) {

5.9 "X =X

5.10 RN

5.11 'z =z,

5.12 "pc = 5;

5.13 }

5.14 }

6 if (nondet()) {

7 X =X +y,;

8 } else {

9 Z =X -Y;

10 }

11 } while (x<y && y<z);

13

14 }

ThelocationERRORS notreachablén thisprogramand therefore,
the nal terminationargumentfor programlocation5 is valid:

T5(s,t), T5(s,t) _Ty(s,t)_false
where
T3 (s,t), Hy) <t(2)" H(z) s(z) 1

Ti(s, 1), #(x) <t(y) "~ i(x)  s(x)+ 1
Becausehereis only onecutpointin this program,we canreason
thatthe nal whole-progranterminationarguments:

Rl T[T T

6. Experimental results

We have integrated TERMINATOR into the Static Driver Veri er
(SDV) formal veri cation tool [2, 21], which is distributed as a
part of the Microsoft Windows Device Driver DevelopmentKit.
SDV usesa temporalsafetychecler to prove propertiesof device
drivers.SDV provides a setof safetypropertiestogetherwith an
abstractmodel of the ervironmentin which device drivers exe-
cute.We wereableto reuseSDV's ervironmentmodelin the new
integration after two minor modi cations. The new propertythat
our SDV/TERMINATOR integrationprovesof adevice driver is that
dispatchroutines,whencalled,alwaysreturnbackto the erviron-
ments call-site. Theervironmentuseson-deterministichoicego
modelthe possibility of calling ary of the device driver's dispatch
routines,providing coveragefor all of the dispatchroutinesin the
device driver.

WeappliedSDV/TERMINATOR to thestandard®3 Windovs OS
device driversusedwithin Microsoft to testSDV. Eachof these23
driversprovidesfrom 5 to 10 dispatchroutines.

The resultsof theseexperimentsare displayedin Figure 12.
The resultsindicatethe scalability of TERMINATOR to programs

3 <
s | & < & 5 |3
1 12 0 1 1K 3
2 8 0 0 1K 8
3 410 0 1 8K 26
4 1475 0 1 7.5K 24
5 123292 1 11 5.5K 50
6 196 1 3 5K 29
7 4174 0 0 8K 23
8 210 0 11 5K 27
9 1294 0 5 6K 38
10 158 0 0 8K 21
11 13 0 0 2.5K 6
12 204 0 0 2.5K 16
13 257 1 1 7.5K 26
14 5 0 0 1K 2
15 141 0 1 6.5K 18
16 22 0 0 1.5K 2
17 800 1 6 4K 35
18 1503 1 0 6.5K 31
19 209 0 3 3K 28
20 4099 0 2 10K 63
21 1461 1 4 16K 56
22 114762 0 5 34K 65
23 158746 2 10 35K 75

Figure 12. Resultsof experimentausinganintegrationof TERMI-
NATOR with the Windows StaticDriver Veri er[21] product(SDV)
on the standard23 Windows OS device driversusedto testSDV.
Eachdevice driver exports from 5 to 10 dispatchroutines,all of
which mustbe provedterminating.



with up to 35,000lines of code.In practiceTERMINATOR spends
effectively 100%of its time in the binaryreachabilityanalysis For
this reasontheresultsin Figure12 alsodemonstrat¢he accurag
andscalabilityof TERMINATOR'sbinaryreachabilityanalysis.

The terminationviolationsreportedby TERMINATOR aresplit
into two cateoriesin Figure12:true bugsandfalsebugs Thefalse
bugsaredueto inaccuracietn TERMINATOR'sanalysiswhichcan
be catgyorizedaccordingly:

Heaps. A majority of thefalsebugswerecausedy loopsin which
theprogramis walkingalinked-listdatastructure For example:

do { f(p);

TERMINATOR currentlydoesnothave arankfunctionsynthesis
mechanisnthat accuratelymodelsoperationsoccurringin the

programthat modify the shapeof the heap. TERMINATOR'S

rank function synthesismodule can determinethat a counter
pointedto by apointeris decrementedyutit is unableto reason
effectively aboutthe effectsof instructionson heap-sizes.

Note that, in caseswvherethe driversare using high-level op-
erationson kernel-level data-structuregsuch as queuesand
stacks)thesewerenotreportedasbugsby TERMINATOR. This
is dueto the fact that we were ableto model the size of the
structuresusingarithmeticin the SDV ervironmentmodel.

p = p->next} while (p != NULL);

Bit operations: Ourimplementatiorof binary reachabilityanaly-
sis overapproximateghe meaningof the C bit operationssuch
as&!, meaningthat TERMINATOR canreturnfalsecountere-
amplesn casesvheretheterminationconditionrequiresamore
precisiontreatmenbf theseoperations.

Notethatin mostcaseghefalsebugscausedy linked-listsandbit
operationsare easily recognizableby the developerof the driver.
Anotherinterestingaspecis that we sav no falsebugsdueto in-
accuraciedn theernvironmentmodel.This givesushopethat, with
improvementdo the handlingof bit-vectorsandheaps,TERMINA-
TOR could achieze an unprecedentetevel of accurag for auto-
matic programveri cation.

The true bugsin Figure 12 are terminationcountergamples
found by TERMINATOR that have beencon rmed asbugsby de-
velopersin the Windows kernelteam.The bug in driver numbers
is theexampleusedin Sectionl (Figurel). In thiscaseTERMINA-
TOR returneda pathwith 2531steps(formally, asequencef 2531
statements)lhepathwasfromthestartof theervironmentmodel's
main functionthroughthedriver andinto theloopin Figurel.

7. Related work

Automatic programterminationis a researcttopic dating backto
Turing [24] andbefore.Technique$have beendevelopedin anum-
ber of contexts, including term rewriting (e.g.[11, 16]) andlogic
andfunctionalprogrammingle.g.[9, 18, 19]). Inspiredby the suc-
cessof automaticprogramveri cation for temporalsafety prop-
erties(e.g.[2, 4, 17)), researchertave found a renaved interest
in techniquedor proving programterminationof imperatve pro-
grams(e.g.[6, 7, 10, 14)).

In summaryourwork differsfrom the previousresearctin two
ways:

Our methodandtool seemso be the rst automaticprogram
terminationanalysisthat is successfullyappliedto industrial
systemsode.

In the previous approachesor proving the terminationof im-
peratve programs, nding arankingfunctionis the maintask

1See[12] for moreinformationon we might supporttheseoperationsnore
accurately

(proving that the ranking function actually decreasef every
computatiorstepof the programis relatively easy).In our ap-
proachthe maintaskis the checkof the terminationargument,
for whichwe have designeda binaryreachabilityanalysis.

One of the earliestabstraction-basederi cation tools, SyN-
Tox [5] can check the termination of Pascal programsusing
greatest- xpointiteration. This is an alternatve approachwith a
different a vor thanours.The problemhereis to develop practical
over-approximatiortechniquegor greatest- xpointiteration.

Thereareotherabstraction-basechethodsfor terminationthat
are targetedat more specializedsettings(e.g. [1] or [25]). These
approachedo notimplementabstractiorre nement,meaningthat
lossof informationundera ( x ed)abstractiorcannotberecovered.

We nally cometo the comparisonwith model checkingfor

nite-state systemslt hasbeenobsered that for a given nite-
statesystemterminationcanbereducedo a safetyproperty. The
algorithmin [3] makesthis explicit usingaprogranmtransformation,
but this fact implicitly underliesall model checkingalgorithms
for terminationin nite-state systemsTheideais to searchfor a
repeatedccurrenceof the samestateon sometrace.Interestingly
there exists a way in which our method generalizeshe model
checkingalgorithmfor terminationof nite-state systemsNamely
we canphrasghealgorithmasthebinaryreachabilityanalysishat
checksthe inclusion R, T for one particularbinary relation
T, x edindependenthof the nite-state system;T" consistsof all
pairsof differentstates.

T="f(s1,82)] 516 s29 = U f(s1,52)9

516 s

TherelationT is a nite union of well-foundedrelations( nite
becauseof the limitation to nite-state systemsjn fact, T' is the
largest relation with this property). Hence, termination can be
shavn by checkingthe inclusion of the binary reachabilityrela-
tion of the nite-statesystemin 7', i.e. R T.

8. Conclusion

In this paperwe have introduceda methodanda tool, TERMINA-
TOR, thatsupportghefollowing setof features:

Scalability. As the experimentalresultsdemonstrateT ERMINA-
TOR is able to analyzethe terminationof device driver dis-
patchroutineswith up to 35,000lines of code.This is dueto
thefactthat TERMINATOR'sbinaryreachabilityanalysigmple-
mentsa form of countergample-guidedabstractiorre nement
thatleverageghelocality of eachbinaryreachabilityquery

Applicability. TERMINATOR supportsmost of the languagefea-
turesrequiredin at leastone applicationarea(device drivers):
arbitrary loop nesting, side-efects and aliasing, function-
pointers,etc. This is due to binary reachabilitywhich tracks
thesedetailsindependently

Automation. TERMINATOR is completelyautomatic.lt doesnot
requiretheuserto provide rankingfunctionsor proofhints.This
is dueto TERMINATOR's countergample-guidecargumentre-

nement mechanismwhich leveragesinaryreachability

Precision. TERMINATOR implementsa precisepath-sensitie and
contet-sensitve programanalysis.

Counterexample generation. TERMINATOR provides counterg-
ampledo failedterminationproofs.Thisis, again,afeaturethat

2|n contrastfor anin®nite-statesystemwe have only shavn thattermina-
tion canbereducedo the existence of a safetyproperty The dif®culty of
anautomatigproofis thatthetool hasto ®nd thatsafetyproperty



is a direct consequencef TERMINATOR's binary reachability
analysis.

TERMINATOR achieves this milestoneby shifting the burden
away from the constructionof terminationamgumentsand to the
checkingof terminationarguments.TERMINATOR constructster
minationargumentswhich arethe disjunctionof (possiblymary)
simplewell-foundedrelations.Eachof theserelationsis dravn, on
demandjfrom a simpleandfastanalysison a single paththrough
the program.TERMINATOR's binary reachabilityanalysis,on the
otherhand mustperformthearduougaskof actuallycheckingthat
thedisjunctionof agumentscoversover all possiblepairsof states
within all possibletracesthroughthe program.The experiments
thatwe have performedwith TERMINATOR shaw thatthistaskcan
be solvedwith satisfyingaccuray andscalability

Future work In the future we would lik e to investigatewaysin
which binary reachabilityand TERMINATOR's methodof re ne-
mentfor terminationargumentsanbe usedwhenproving liveness
propertiesof concurrentprograms.We would also like to inves-
tigate methodsof acceleratinghe productionof countergamples
in TERMINATOR's binary reachabilityanalysisusingtools suchas
CBMC [8].

TERMINATOR couldpotentiallybeusedin waysbeyondsimply
proving termination For example,SYNTOX [5] is usedo derive de-
bugginginformation,namely to derive statesthat mustinevitably
reachtheerrorstate a propertythatcanbe phrasedn termsof ter-
mination. TERMINATOR's analysiscould potentially be usedin a
similarfashion.
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